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1 INTRODUCTION

1.1 Aim of Developer’s Guide

This guide is prepared for C4Corp Door Security Project. Its aim is to inform the prospective developers that want to improve the system, make additions and maintenance on the system. It is a guideline that gives internals, file formats, design structure, the identification of the source components and such.

1.2 How to Use Developer’s Guide

This guide is composed of 3 sections. In “Introduction” Section, you will find aim of the guide and definition of the project. After being informed about the system, the developer can move further into “Internal Architecture” section. This section is composed of three sub-sections: Hardware Architecture, Software Architecture and Database. Each subsection gives information about the corresponding components of the system with formats, internals, designs and such. In the appendix section, you will be provided with necessary documents that aim to make internal architecture and design of the system clearer.

1.3 Definition of the Project

C4Corp Door Security Project is software and hardware establishment of a card based wireless security door control system. The project involves establishing a wireless secure network connection between the designed controllers and the master computer. Moreover, the master computer software with access control of the doors, user management, card management, door management, access group management, scheduling, monitoring, event and status reporting of the doors designed and implemented.
1.4 Components

1.4.1 Hardware Specifications:

· VIA ITX Main Board (with 2xUSB + 1xSerial + 1xPCI + 1xParallel port)

· Power supply for Main Board

· 128MB-memory

· 128MB-Disk space

· Wi-Fi Ethernet Card

· 2 Wiegand Proximity Readers

· Door Status Sensor

· Lock

· C4Control Card

· UPS

1.4.2 Software Component:

· Web-based Administrator Program

· C codes

· MySQL Server 
1.4.3 Preparing Bootable USB Pen Drive for Mainboard

For booting main board and using necessary programs which are communicates with card readers, C4 control card and network, you should prepare a bootable USB Pen Drive. We use Damn Small Linux (DSL) for that purpose. This operating system is a very small Linux distribution. 

To gather a bootable disk you should follow following steps.

· Insert a formated USB Disk on a USB port of your computer.

· open bootusb-0.8.img file using WinImage 7.0.7000

· Choose "Use removable Disk" under Disk menu item.

· Apply "Write Disk" under Disk menu item.

· You should get an error message about “image size and the pen drive’s sizes are mismatch”. This message not important, because the WinImage program is able to resize the image to required size.
· Click Yes to resize the image.

· After this operation, open dsl-1.1.iso file using IsoBuster 1.7

· Open USB disk on a window.

· Select all files on IsoBuster

· Drag & drop all files to the USB Disk window

· Your New USB Disk is ready to use.

Above mentioned programs can be acquired from the following web sites:

isobuster_all_lang.zip
->
http://www.isobuster.com/isobusterdownload.htm

winima70.exe

->
http://www.winimage.com/download.htm

bootusb-0.8.img
->
http://alien2thisworld.net/DamnSmallLinux/archive/

dsl-1.1.iso

->
http://www.damnsmalllinux.org/download.html

2 INTERNAL ARHCITECTURE

2.1 Hardware Architecture

The hardware is specified as two sub-modules, Card design and connections. Their designs and responsibilities are as follow: 

2.1.1 C4Control Card

In this system, Wiegand Proximity Readers that use 26 bit Standard Wiegand Protocol to communicate outer world is used. However, this protocol cannot be recognized directly by any computer. To provide an interface for communication between the proximity readers and main board (computer), we designed interface hardware that we named C4Control Card. Furthermore, an electronically controlled lock and door status (open or close) sensor exist on the door. C4Control Card that we developed should also control them.

In addition, the controller provides power to proximity readers, so the readers are powered on when the controller is powered on. The reader's normal state is to display constantly on amber led as it waits for a card to be presented. When a card passed within a few centimeters of the reader, the reader beep and either the green or red led flash (depending upon whether or not the card has been enrolled at the controller, in fact, controller requests a check for card’s enrollment information from the main board) and then return to color of led to steady amber.    

As we stated later in this section, Wiegand output cannot be recognized directly by computer. C4Control Card is mainly designed for that reason. However, that time a new problem occurs. How C4Control Card can communicate with a computer? We cope with this problem by choosing RS-232 standard in order to establish a connection between C4ControlCard and main board. 

2.1.2 C4ControlCard Specifications

· Input Devices

· Two proximity readers (26 bit Standard Wiegand Protocol)

· Door status sensor

· Main board (Serial port, RS-232 standard)

· Output Devices

· Door lock

· Two proximity readers (26 bit Standard Wiegand Protocol)

· Main board (Serial port, RS-232 standard)

2.1.3 Internal Structure (Operating Principles) of C4Control Card
Flow of communication can be seen in the figure.
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Main purpose of C4Control Card is establishing a connection between Wiegand Proximity Readers and the main board. Wiegand Proximity Readers send 0’s through data0 wire and 1’s through data1 wire. It sends 26 bit standard Wiegand data one bit at a time by using the principle mentioned in the preceding sentence. Since C4Control Card sends data using only one wire on RS-232, we should combine data0 and data1 wires of Wiegand Proximity Reader into one wire by using some electronic component. We can combine these wires using component called buffer because these data wires are mutually exclusive in the figure below. In other words, data0 and data1 do not go low at the same time.
Our hardware sends data between a start bit and a stop bit. Before starting to send data, it first sends a binary code, which describes the source of data. The data source can be either first reader, second reader or the door status sensor. However, the data comes to our C4Control Card on the fly. Therefore, we have to gain some time to send source of data code to main board. It is only possible with using some memory unit in the C4Control Card to preserve the data that came to card at that time.
	Code
	Source of Data

	00
	Main Board

	01
	Inner Wiegand Proximity Reader

	10
	Outer Wiegand Proximity Reader

	11
	Door Status Sensor


As can be seen in the table above, there is an additional code ‘00’. It is sent by main board when main board needs to report an error to C4Control Card.

After sending the binary code of source of data, depending on the situation, C4ControlCard sends either 26 bit card number or door status sensor information.

If C4Control Card sends 26 bit card number to the main board, the program we implemented that run on the main board checks the access information of that card number on the door that the reader is present at this time. After checking, main board sends some information that consists of source of data code and response data, which is access granted or not, back C4ControlCard. If access is granted, the mainboard adds “access granted for card holder X” message to the local log file and C4Control Card unlocks the door and sends a signal to the proximity reader to change the color of its led to green. After sending access granted information, the mainboard waits some specified time interval and then sends a signal to control card to lock the door. Between enrolled card information sent and lock door signal sent, if the door is opened, the mainboard adds “door opened normally” message to the local log file. After this message, when the door is closed, door status sensor sends a signal to the main board through C4Control Card for door closing. The mainboard adds “door closed normally” message to the local log file. If main board does not receive door closed signal message within specified time interval, it adds “door stay opened long time” message to the local log file, it sends back source of data, which is zero, and door stay opened long time data to C4Control Card. When Control Card receives these data, it activates the beepers of both proximity readers.  If access is not granted, C4Control Card changes color of led of corresponding reader to red and produces a beep at that reader. The mainboard adds “access is not granted for card holder X” message to the local log file.

It also may send door status sensor data, independent from the readers. That is, when none of the proximity readers has read any card. If the data of door status sensor is 1 (That means the door is open) and access is not granted, main board sends back source of data, which is zero, and door opened by force data because it seems that door is opened by an external force and mainboard adds “door opened by force” message to the local log file. In this case, C4Control Card sends a signal to the proximity readers to change the color of their leds to red and activates the beepers of both proximity readers.
2.1.4 Process and Data Flow Charts
[image: image2.png]No.

—

Boot

¥

Fxeeute wirdoss
door security
system control
program

I

establishes a
connectionto the.

Yes
v

Check the.
database on the.
server for pdates

Reed Update?

ves

Update the
database

-

Run Listen C4
‘Cantol Card
Program

Run Listen
‘Server Program





Flow chart for main board
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Flow chart for main board (Respond to C4Control Card part)

2.1.5 Connections:

2.1.5.1 Main Board, Control Program, Wireless Connection

In this project, 128MB USB pen-disk is used as disk space. Main board is booted by means of this disk. Firstly, it operates an operating system (Linux) and then runs the program that is needed for controlling wireless door security system. Firstly, this program establishes a connection to the server with using wireless ethernet card and it updates its database from the server if it is necessary. Finally, the program starts listening to C4Control Card for any card reading operation or any door status change. 

Wireless connection is based on TCP/IP protocol. The program running on main board and master computer communicate with each other. We used socket programming written in C/C++ for packet communication.

The data format that is sent among main board programs and administrator program is as following:
	DoorID
	MessageTypeCode
	Data


The first field is ID number of the door. The administrator program writes the ID number of the door to which it is sending the data at this field. The control program running on main board verifies that the data has been sent for its door by checking DoorID field of the data.

The second field is message type code. The control and administrator program checks this field and understand what kind of data it is and read the remaining data accordingly. The following table shows the codes, their meanings and the direction of messages.

The third field is length of data. The control and administrator program checks this field and learn the length of the remaining data and reads as many bits as the number written on this field.

The fourth field is data itself. It may be a log data, which recorded card ID, reader no, time and etc. or it may be database table records. 
Message type codes are as following:

	MessageTypeCode
	MessageType
	Direction

	001
	Log Data
	MB  (  Master computer

	010
	Database Update Request
	MB  (  Master computer

	011
	Wrong DoorID Notification
	MB  (  Master computer

	100
	Real-time Monitoring Request
	Master computer (  MB

	101
	Log Data Request
	Master computer (  MB

	110
	Related Door-Database Data
	Master computer (  MB

	111
	All Door-Database Data
	Master computer (  MB


*If the Master computer sends the all door-database data (Message type code=111), then the data format is as:

	DoorID
	MessageTypeCode
	Data
	DoorID
	MessageTypeCode
	Data
	DoorID
	MessageTypeCode
	Data


2.1.5.2 Wiegand Compatible Proximity Reader

Proximity readers must send data according to the Security Industry Association's Wiegand Reader Interface Standard. Readers have a single multi-color LED and an internal beeper to indicate status and error information. The recommended cabling type for the Wiegand interface is a 7 core screened cable, which should be no longer than 150 meters.

The following table describes the signals for the cable:

	Color
	Wiegand Signal Description
	Signal Direction

	Yellow
	Beeper Control (optional)
	From Host

	Purple
	Green LED Control (optional)
	From Host

	Brown
	Red LED Control (optional)
	From Host

	White
	Data 1
	To Host

	Green
	Data 0
	To Host

	Red
	Power Supply
	From Host

	Black
	Ground
	From Host


Proximity Reader Connections (Host in this table: C4Control Card)

2.1.5.3 The 26 bit Standard Wiegand Output
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26 bit Standard Wiegand Output

The 26 bit Standard Wiegand output is composed of a start bit, 8 bit facility code, 16 bit user code and a stop bit as shown above. Start bit is used for even parity of first twelve bits after the start bit. Similarly, stop bit is used for odd parity of next twelve bits. 

Start bit = (first twelve bits) & 000000000001

Stop bit = (next twelve bits + 1) & 000000000001

Special cards may be used which comprise a start sentinel followed by 3 digits (000...255), a field separator, a further 5 digits (000000...65535) and an end sentinel. For cards of this type, the 3 digits preceding the field separator are taken as the site code and the 5 digits after the field separator are taken as user code.

2.1.5.4 Software Architecture

The Administrator program is developed in PHP scripting language. There are separate PHP files (pages) for each feature in the administrator program. The developer can make additions on the system considering this structure. The developer must maintain the data formats (see 2.2.1 and 2.3 for details), and communication constraints of pages with MySQL.

2.1.5.5 Syntax Conventions

The developer must obey the syntax conventions while making changes or additions for the system.  

In the syntax specification of our database (and PHP fields), we kept the naming conventions agreed in actual English names of data elements. We omitted abbreviations as much as possible because we know that such abbreviations become meaningless later as the program gets complicated. 

In the database, we gave “tbl-” prefix to the tables. For the fields, first we added the “fld-” prefix to the field names. Then the first 3 letters of the table to which that field belongs are added in capital letters. The rest of the naming for both tables and fields is in full English, starting with capital letters. In case of multiple words, each word is separated by an underscore and each name starts with capital letter. Methods in programs are in full English. 

In the administrator program, we obey these naming conventions too. The actions of administrator program are explained above. Its functions ware named according to the actions in English.
For example:


fldCARCard_Number


fldCARSurname


fldDOOStay_Open_Duration


tblCards


tblDoors


createLog()


updateTable()


getUserInfo()

2.1.5.6 Database 

The system uses MySQL in both server side and main board side. For data retrieval, there are following pseudo codes:

TimeStamp=
SELECT fldDOOUpdate_Time_Stamp 
FROM  tblDoors 
WHERE fldDOODoor_NO= DoorNumber 
SELECT RelatedFields
FROM tblDoors 
WHERE fldDOODoor_NO= DoorNumber AND fldDOOTime_Stamp>TimeStamp
RelatedFields: This code will retrieve the door-related fields form the records of tblDoors.

	Door Number 

	Event Capacity

	Threshold Capacity

	Two Readers Present

	Inner Reader Active

	Outer Reader Active

	Stay Open Duration  

	Door Locked

	Door Forced Sensor

	Used Calendar

	Online Log


RoomNo=
SELECT fldDOORoom_No 
FROM tblDoors 
WHERE fldDOODoor_NO= DoorNumber
EnteranceGroupNo=
SELECT fldGROEnterance_No 
FROM tblGroup_Permissions 
WHERE fldGRORoom_NO= RoomNo
SELECT RelatedFields
FROM tblCards 
WHERE fldCAREnterance_Group=EnteranceGroupNo AND fldDOOTime_Stamp>TimeStamp
RelatedFields: This code will retrieve the entrance group- related fields form the records of tblCards.

	Card Number 

	Internal number 

	Attendance Follow

	Expire Date-Time 


CalenderNo=
SELECT fldDOOUsed_Calender 
FROM tblDoors 
WHERE fldDOODoor_NO= DoorNumber
SELECT RelatedFields
FROM tblCalenders 
WHERE fldCALCalender_No=CalenderNo AND fldDOOTime_Stamp>TimeStamp
RelatedFields: This code will retrieve the calendar - related fields form the records of tblCalenders.

	Calendar No 

	Day 

	Action Time 

	Action No 

	Type

	Action Date


These are for selecting data from door, card and calendar tables. 

In the administrator program, there is reporting option to get information from the logs. Some sample reporting sentences are as follow:

Retrieve the list of the users whose names are YYY that entered to room XXX.

Retrieve the phone numbers of the users that entered to room XXX between the dates YY.YY.YY and ZZ.ZZ.ZZ

Report the open doors.

Retrieve the list of the doors that are scheduled to OPEN in the date ZZ.ZZ.ZZ

Since there can be connection failure between server and main board due to some external reasons, we decided to hold a subset of main database, which is on the server, on the main board. There exist 10 tables and 58 data fields for server database and 4 tables and 26 data fields for main board.
For more detailed description of database, namely data dictionary is also included on appendix part.
2.2 Entity Relation Diagram for Mainboard Database
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2.3 Entity Relation Diagram for Server Database
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