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1 INTRODUCTION
1.1 Definition of the Project

C4Corp Door Security Project is software and hardware establishment of a card based wireless security door control system. The project involves establishing a wireless secure network connection between the designed controllers and the master computer. Moreover, the master computer software with access control of the doors, user management, card management, door management, access group management, scheduling, monitoring, event and status reporting of the doors designed and implemented.

1.2 Components
Hardware Specifications:

· VIA ITX Main Board (with 2xUSB + 1xSerial + 1xPCI + 1xParallel port)

· Power supply for Main Board

· 128MB-memory

· 128MB-Disk space

· Wi-Fi Ethernet Card

· 2 Wiegand Proximity Readers

· Door Status Sensor

· Lock

· C4 Control Card

· UPS

Software Component:
· Web-based Administrator Program
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1.3 System
The following figure illustrates the basic working principle of the whole system. 


The components are the ones listed above in the hardware specification section. Door sensor, lock and card readers are connected to C4Control Card which serves as a controller interface between main board and them. The main board with a UPS is in the communication with the master computer that rules the whole system. A web-based administrator program which is going to be explained in this manual is running on the master computer to serve as a user interface.
 2 INSTALLATION
2.1 System Requirements
· An Administrator computer with any Linux operating system
· A Web Browser (Mozilla, Gnome, Konqueror etc.) 

· Pentium 450 or higher

· 100 MB disk space

· 128 MB RAM

· Color SVGA monitor

· 802.11g wireless network adaptor

2.2 Installation Steps

Hardware establishment:
· Connect the locks to the door.

· Connect the card readers.

· Connect the sensors.

· Connect the sensor, reader and lock to C4Control Card.

· Connect C4Control Card to the main board.

· Connect UPS to main board.

· Connect the USB (with operating system, compiled C codes and database) to boot the main board later.
Software establishment:

· Copy the administrator program files (.php) to administrator computer.

· Set up MySQL Server on administrator computer.

· Connect to the server.

· Boot the main board.

· Check wireless network connections are working.

· Open index.php in a web browser. (e.g. IE 5.0).
See installation manual for details.
3 EXPLORING YOUR SYSTEM

3.1 Menu and Navigation

3.1.1 Login and Main Menu
When you first run your administrator program, you will first enter the predetermined user name and password for security in the following interface.
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After a successful login, you will see the main menu of the administrator program as in the following interface.
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A definite Logout action will be secure while leaving the main menu. 
In the main menu you will be directed to desired action modules when you select the appropriate buttons.

These buttons are
User Management: To edit/delete/add users.
Card Management: To edit/delete/add cards.

Door Management: To edit/ delete/ add/ lock/ unlock/ update/ monitor doors.

Monitoring: To monitor door activities.

Scheduling: To arrange scheduled door actions.

Access Management: To reach Room, Department, Entrance Groups, and Group Permissions access managements. 

Logout: To exit program safely.
In the following sections, you will read the details of each module with screenshots.
3.1.2 User Management

In this menu, the administrator can involve in user management. He or she can both observe the users’ attributes (ID, Username, First Name, Surname, Room No, Telephone Number, Can Add Access, and Can Delete Access) and add or delete or edit users with some permission and other details. 
You can return back to main menu by using the link at the top.
	ID
	Auto

	Username
	15 char

	First Name
	15 char

	Middle Name
	15 char

	Surname
	15 char

	Room No
	1 char

	Telephone Number
	11 char

	Can Add Access
	check box

	Can Delete Access 
	check box
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3.1.2 Card Management
In this menu, the administrator can involve in card management. He or she can both observe the cards’ attributes (Card Number, First Name, Middle Name, Surname, Entrance Group, Department, Telephone Number, Register Expire, Enabled, and Attendance Follow) and add or delete or edit cards with some permission and other details. 

You can return back to main menu by using the link at the top.
	Card Number
	Auto

	First Name
	15 char

	Middle Name
	15 char

	Surname
	15 char

	Entrance Group
	15 char

	Department 
	15 char

	Telephone Number
	11 char

	Register Expire
	11char date format

	Enabled
	Check box

	Attendance Follow
	Check box


[image: image7.png]&




3.1.4 Door Management

In this menu, the administrator can involve in door management. He or she can both observe the doors’ attributes (Door No, Door Name, Room No, Door Address, Event Capacity, Threshold Capacity, Door Type, Stay Open Duration, Used Calendar, Two Readers Present, Inner Reader Active, Outer Reader Active, Door Locked, Door Forced Sensor, and Online Log)   and add or delete or edit doors with some permission and other details. 

You can return back to main menu by using the link at the top
	Door No
	 Auto

	Door Name
	15 char

	Room No
	Select from options

	Door Address
	15 char

	Event Capacity
	1 char

	Threshold Capacity
	15 char

	Door Type
	11 char

	Stay Open Duration
	11 char date format

	Used Calendar
	11 char

	Two Readers Present
	11 char

	Inner Reader Active
	Check box

	Outer Reader Active
	Check box

	Door Locked
	Check box

	Door Forced Sensor
	Check box

	Online Log
	Check box
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You can perform additional actions provided by above buttons.
Update All

: Updates all doors databases.

Unlock All

: Unlocks all doors connected to the system.

Lock All

: Locks all doors connected to the system.

Monitor All
: All doors’ activities are monitored in monitoring page.

Monitor None
: Cancels monitoring action of all doors.

3.1.5 Monitoring
In this menu, the administrator can monitor the system door accesses instantaneously in a blank page. For example, when a user brings his or her card closer to the card reader, system will either accept or deny this attempt. In both cases, a log will be created and you can observe this action immediately on monitoring panel provided by this feature. User ID, Door ID, time stamp and action type of each usage will be monitored in this field. The most recent access transaction will be printed on the top. To monitor the previous logs check old log files by following the link provided below. You can return back to main menu by clicking the link provided above in the blank page.
3.1.6 Scheduling
In this menu, you can arrange some scheduling features according to calendars. For a specific time, you can set a specific action. The calendar fields will be explanatory while setting a schedule action. 
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	Door No
	Selected from doors

	Calendar No
	Auto

	Description
	Max char

	Day
	Date format

	Open Time
	Selected from menu

	Action No
	Selected from menu

	Type
	Check box

	Action_date
	Date format


When you schedule an action, it will be recorded in the database provided that you obeyed the field formats as explained above in the table. When it is time, the action will automatically performed by the system. For example, you can schedule an “open all doors on 15th of June 2005 at 16:00 for 10 minutes.”

3.1.7 Access Management

This menu enables you to manage rooms, departments, entrance groups and group permissions. 
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Room management: To add rooms with room number and name.
Department Management: To add departments with department number and name.
Entrance Groups Management: To arrange entrance groups with group number and name.

Group Permissions Management: To set permissions for groups with entrance number and room name. Only a specific group’s member will be allowed to enter specific rooms.
Back to Main Menu: To return back to main menu.
4 TROUBLESHOOTING 

Q: I cannot login to the system.
A: Make sure you entered the correct login name and password considering case sensitivity and alphanumeric characters.

Q: I cannot add new user/door/card/schedule.
A: Make sure MySQL server is running. Make sure the administrator machine has not run out of disk space.
Q: I cannot unlock/lock/monitor all doors.

A: Check wireless connections. 

Q: I cannot schedule an action. 
A: Make sure you obey scheduling constraints. Check MySQL server is running. 
Q: I cannot observe a door action in monitoring section.

A: Check the wireless connections. Make sure you set this door to be monitored. 
Q: I cannot update all doors in door management section.
A: Make sure the connections are ok. Make sure MySQL server is running. 
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