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1. PROJECT SCOPE AND DEFINITION

1.1 Project Title

Our project title is “NetCheck”.
1.2 Problem Definition

In today’s world, Internet has become the key toa@very aspect of life. However, it has the
misfortune of being vulnerable to abuse. Being ddpat on the Internet, organizations have
to take precautions for abuse. At this point, safewtools appear to act as the protector

against malicious usage.
1.3 Project Scope

NetCheck will be a web-based application level gatewhich will mainly provide the

following facilities:
» Real-time network monitoring
» Content filtering
» Download restriction
» Access restriction
» Statistical data about network traffic
» Caching
» Web interface for the control of the program

The following sections of this report intend to kxp these facilities and the requirements

that should be met by our product.



2. MARKET OBSERVATION

Market observation is one of the key concepts deoto understand what the system is. With

this aim in mind, we made literature survey andrged meetings with the customers.

2.1 Literature Survey

We have searched the existing programs having airfeatures with our system in order to
improve our knowledge about the current marketplsi¢igh the help of the survey, we have
determined the main properties of our applicatiod we have also added some new features
on it. In addition, literature survey showed us thissing points in the area. For instance,
there are a wide range of features implementedfierent software systems but a program
supporting the whole features does not exist inntlaeket. A comparative way of thinking

enabled us to recognize most necessary featuras fapplication level gateway.

Main properties of the searched programs are suinatibelow, together with the

comparison table.

> Snort

Snort is one of the best network intrusion detecéind prevention systems, besides being free
and open source. It makes use of a rule-drivenulagg, which allows inspections based on

signatures, protocols and anomalies detected.

Snort has four different running modes: Sniffer modPacket Logger mode, Network

Intrusion Detection System (NIDS) mode and Inlinedd.

» In Sniffer mode, packets are read off the netwaord their details are displayed on the
console.

» Packet Logger mode logs the packets to the dis&rdtsan change the default settings
for logging to a convenient extend. For instanterd is an option which records
incoming packets into subdirectories of the logediory, with the directory names
being based on the address of the remote hosth&naiption, which is especially

useful for a high speed network, is logging in bjnenode, which is a more compact



form than ASCII format. In this mode, the packets lmgged in tcpdump format to a
single binary file. This file can later be easigad by either Snort or any other sniffer
that supports tcpdump format (e.g. tcpdump or Eidier

» The NIDS mode, checks the packets against the calegured in the configuration
file, and decides if any action against an intrnsastempt is to be taken. Users can
specify the format of logging and type of alertheTdefault mode, which is the full
alert mode, prints the alert message in additiothéofull packet headers. It is also
possible to run Snort with the “fast” option, fotaenple to keep up with a 1000 Mbps
connection.

» The Inline mode, obtains packets from iptableseadtof libpcap and then uses new

rule types to help iptables take actions regargenxckets according to the Snort rules.

What makes Snort so powerful is that rules are plydlexible and relatively easy to write.
For example, implementing a policy-based intrusiletection system is almost always too
tricky for many users. However, Snort rules areati@le”, which allows a user to
comprehend existing rules and modify them, and ides/an opportunity to manipulate the

whole system in a well-guided manner.

> DansGuardian

DansGuardian [2] is a web content filtering prowy Linux, FreeBSD, OpenBSD, NetBSD,
Mac OS X, HP-UX, and Solaris systems. It suppdresfollowing features:

Blocking advertisements by the use of an adveresgrdRL block list,
Filtering text and HTML pages for pornographic et

Filtering according to MIME type and file extensjon

Filtering according to URLSs,

Filtering https requests,

Working in a 'white list' mode where all sites epicéhose listed are blocked,
Blocking all IP based URLSs,

Blocking sites when users try using the IP addoéske site instead,

Logging in a human readable format,

YV V.V V V V V V V V

Optional logging in CSV for easy import into dataés,



> Ability to switch off filtering for specified sitesparts of sites, browser IP’s and
usernames,

» Blocking specified source IP’s and usernames,

» Blocking or limiting web uploading (e.g. attachment e-mails),

» Ability to work in a stealth mode where it logsesitthat would have been blocked, but
does not block them allowing the administrator tonitor users without them

knowing.

> WebSense

Websense [3] is web filtering and web securitywafe with a wide range of features;

» It works at the internet gateway, on the networtt anthe desktop.

» Web access should be managed with the optiormyallock, quota, continue,
block by bandwidth and block by file type.

» Websense protects from spyware, key logging, meaisc code and phishing
scams.

» It offers the control of IM and P2P network accdes the control of the
corporation’s bandwidth. Unmanaged use of instaegage attachments will also
be controlled to preserve from risks.

» It blocks the access to spyware websites, and seylackchannel communication
at the gateway and doesn’t allow the spyware agiphic to access at the desktop.

» Websense has policies for Windows NT, Active Dioegt LDAP, eDirectory and

RADIUS.

For security threats it provides real time updates.

Use policies can be defined for either groups dividual users.

MSN messenger is allowed for only Professional 8esvorganizations.

YV V VYV V

Playing games is allowed for the employees but #reywarned that the activity is

not appropriate.

» Reporting tools allow the administrator to view Bggttion use and network access
attempts.

» Removable devices such as CD/DVD burners, floppyeds, flash drivers and

external hard drives can be controlled by the admator to supply policy

definition flexibility.



» Websense Security Labs are for improving Websensanalyzing web. For
gathering feedback from the customer they use Aptea and WebCatcher
technologies; WebCatcher lets the customers senchtegorized URLs to
WebSense for analyzing, AppCatcher is the techmyoltmy ensure that latest
executables and applications have been categorametl normalized at the

customer’s side.

» NetNanny

NetNanny [4] is a security tool especially desigried families who want to protect their
children fromdangers that they can encounter on the web. Fsrpilnipose, it stops illicit
material from invading child’'s computer by filtegrand blocking web content while they

surf, stopping illegalile sharing, protecting personal info and limitituigne spent online.

Main features of NetNanny are;

» Web Filtering ;

» NetNanny filters out inappropriate terms on webgsagn chat rooms and in e-mails
by enabling user to enter keyword lists.

» It enables user to create a "whitelist" of certagb sites so that only those sites, and
no others, may be visited or viewed.

» It uses pop-up blockers to keep the screen frdmdilp with advertisements.

» It has an updatable block list of inappropriate \sgbs.
» Logging and Monitoring;
» By monitoring activity, it gives the user the charaf observing the network traffic.

» It gives alerts in case of both intentional anchtemtional violations.

» It sends activity reports by email.



» Privacy Protection;

» It protects user’s private information by filteringout of the data that leaves the

computer in email, chat rooms and on the web.

» Time Management;

» It limits the total amount of time spent online plary.

> It has the option of setting up separate limitsdifierent users.

» Internet Application Blocking

» It can block access to chat and instant messaging.
» It can block access to Internet games and newsgroup

» It can prevent illegal downloading of copyrightadobbscene material.

» Liss Il Secure Gateway

Liss Il Secure Gateway [5] is a tool for companvelsich controls and regulates the traffic

between the local network and the Internet and @swents unauthorized access.

Main features of Liss Il Secure Gateway are:

User identification

Proxies for HTTP, HTTPS and FTP

URL-blocking (Whitelists / Blacklists)

HTML-filtering (JavaScript, ActiveX, etc.)

Filtering of HTTP-headers

Active filtering of contents

Status-orientated packet filter (Stateful inspettio

Filtering according to IP- and/or MAC address

Filtering of IP packets according to source, targett (service) and Interface
Static NAT

YV V.V V V V V V V V



Intrusion detection system

Real-time data flow analysis

Mail alarm

Limitation of data downloads according to file tyed volume
Comprehensive record-keeping

Formation of user groups

YV V. V V V V V

Administered via a multilingual web interface

We have gained a better insight into the systenwking principles by examining the Liss’
demo. Below, you can find some of the screenshbtheodemo. This demo gives us an idea

about the user interface part of our program.

7 https://demo.liss.de - demo.liss.de - Microsoft Internet Explorer BEX]
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Job Search Cities / Regions [ Countries
Pornography ‘ Computer Games
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Black after [0 failed logins

™ Force Digest-MD5

™ check Content-types against 'magics'
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activate ¥
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Mode: w
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[E1 https://demo.liss. de - demo.liss.de - Microsoft Internet Explorer

[
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Stallc Route.s « User name: heinz
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Snort

DansGuardian

Liss Il Secure Gateway|

WebSense

NetNanny

Network Traffic Monitoring

Real Time Monitoring

v

v

v

Access Restriction &
Content Filtering

Black List Blocking

White List Blocking

AN

Time-based Blocking

Dynamic Filtering

ANRNANEN

File Extension Filtering

MIME Filtering

PICSFiltering

Advertisement Filtering

Download Restriction

AR

Post Limiting (Upload Restriction)

ANRNASAYANANAN

Logging

Network Traffic Logging

<\

Administrative Action Logging

Logging Format

CSV Format

Tcpdump Format

Management

Window-based Interface

Web-based Interface

Rule-based Management

ANANAN

Satistics

Administrator Authentication

Automatic Invocation

Logging in Stealth Mode

Administrator Reporting (Alerts)
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Snort | DansGuardian | Liss Il Secure Gateway | WebSensgNetNanny

Caching v
Multiple-mode Design v v
(Ability to Run in Different Modes)
Network Intrusion

Detection v v v

Prevention v v

v

Spyware Control
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2.2 Meetings with Customers

> Have you ever used an application level gateway?

ETC-IS: Yes.

TR.NET: Yes.

Aydin Yazilim: Yes.

> If so, what is the name of the program?
ETC-IS:

We have used Fort Knox Policy, but due to significdecrease in system performance, we have
switched to Cisco PIX 515E (reference) Syslog Serve

TR.NET:

We used to use WebSense, but now we do not contiithesuch a program.

Aydin Yazilim:

We would rather not mention the name of our progdam to security concerns.

> What are the features of the program that you use? What are the hardware and software

specifications required by the program?

ETC-IS:

Cisco PIX has the following facilities:

A web interface

IP logging

Log-based monitoring

Content filtering

Network address translation (NAT)

Blocking specified Instant Messaging applications
Console based user interface

Protocol / port control

VvV V.V V V V V V V

Visual alerts notifying attacks

13



For Fort Knox Policy, which was an NT-based, s&figing hardware firewall, we can list:
It provides instant monitoring

It comes with an easy-to-use graphical user interfa

It can act as a server, since the DMC port is aléel

It requires regular hardware updates.

It decreases the performance of the system bedauses its integrated RAM.

It is vulnerable to deadlocks (which happens quéguently).

vV V V V V VYV V

It notifies the administrator via audio alerts ase of intrusion detection.

TR.NET:

We used WebSense in one of our departments, because

> It has network traffic monitoring capability.

It controls web access, providing “allow”, “blockhd “continue” options.
It provides prevention from spyware and malicioastent.

It has network address translation facility.

vV V V V

It supports real-time updates for blocking list.

Aydin Yazilim:

We are using a program that is specialized onsidgrudetection and prevention, that has:
Text-based logging feature

Packet filtering

Detailed and statistical analysis of intrusions

User-based control on download bandwidth

vV V. V V V

Caching

Also we are running another program which suppmotgent filtering only.

14



> Which features are essential in such a program?

ETC-IS:

It should not slow the connection while it is prdivig security.
It must have a logging feature.

It must have a reporting mechanism to the admartistr
Unblocking must be provided as well as blocking.

It must provide web-based control.

It must send automated alerts to the administiatoase of attacks.

YV V.V V V V V

It must be monitoring download and upload statstic

TR.NET:

> Spam mail filtering is very crucial. (However, tretould not affect normal mail traffic.) For
instance, this system can make use of a blockstg li

> The program may rely mainly on its own predefinakks. It is not necessary for the users to

manipulate it more than a certain extend.

> Statistical data must be kept track of.

> It should be maintained and updated automatichtigugh Internet.
> Speed is an important issue.

Aydin Yazilim:

> Fallacies in TCP/UDP must be detected and compethsat

> Analyzing the attacks, to separate marginal attécks persistent ones is essential.
> Intrusion prevention must be added.
>

Caching mechanism should be supported for keegngith the connection speed.

> What kind of difficulties are encountered during installation and management?

ETC-IS:

> We have not encountered any type of difficulties.

15



TR.NET:

> We have not encountered any type of difficulties.
Aydin Yazilm:

> We have not encountered any type of difficulties.

> I's the program maintainable?

ETC-IS:
It is maintainable.
TR.NET:

Yes, itis.

> Do you have the chance of extending the program according to your needs? Which features

can be specified by the administrator?

ETC-IS:

We are satisfied with the default settings of thegpam. Nevertheless, the program supports
extensions such as adding URL'’s to the blocking disd specifying keywords for content filtering.
TR.NET:

We have not had such a need.

Aydin Yazilim:

We have used the SDK of the program to extendnitsision prevention facilities; and added virus

protection capabilities.

> How did you learn about the program?

ETC-IS:

We are using the same program with our leading emmypn America.

TR.NET:

We were informed about the program by a demonstratiade by its developers.

Aydin Yazilim:

We have carried out market research for the progh@atmeets our needs to the greatest extend.

16



> Is there any blocking mechanismin the system? If so, what are the advantages of this?

ETC-IS:

There is a blocking mechanism. We can control titernet access of our employees with the help of
this feature.

TR.NET:

Yes, there is. It is useful for web access control.

Aydin Yazilhm:

We use blocking for download bandwidth restrictions

> Does the program support a web-based interface for the administrator? If not, do you think

that it is necessary?

ETC-IS:

Yes, it supports.
TR.NET:

Yes, it does.
Aydin Yazilim:

We do not control the program through the Internet.

> Is there any reporting mechanism for the administrator? If not, do you think it would be

necessary for the ease of usage?

ETC-IS:

Although the administrator can view the logs, aasafe reporting mechanism is not supplied. This
would be of great use.

TR.NET:

There is not such a mechanism. We have not felt augeed thus far.

Aydin Yazilim:

There is such a mechanism. It provides statistiatd.

17



> Doesit have a virus blocking module?

ETC-IS:

It does not include such a module. We do not ftngecessary because there are anti-virus programs
that are dedicated to this task.

TR.NET:

No, it does not. We are using anti-virus progranstdad. We would not expect such a facility since
viruses are not packet specific.

Aydin Yazilim:

Sure. This module is extended by us.

> Is there an administration authentication support?

ETC-IS:

Yes, the administrator should make an NT-basedwzadgschange per forty days. The program alerts
the user for password change near the time of e&hahlge password should not be less than six
characters.

TR.NET:

Yes, administrator authentication should be dewedopith an encryption/decryption algorithm.

Aydin Yazilim:

Yes.

18



3. PROJECT SCHEDULE

3.1 Work Breakdown Structure (WBS)
1.0 NetCheck Project Proposal

1.1 Analysis
1.1.1

11.2
113
114

Requirement Analysis

1.1.1.1 Literature Survey

1.1.1.2 Communication
1.1.1.2.1 Communication with Developers
1.1.1.2.2 Communication with Users

Risk Analysis

Project Scheduling and Tracking

Project Quality Plan

1.2 Gathering Background Information

121
1.2.2
123
1.2.4
125
1.2.6
1.3 Design
131
1.3.2
1.3.3
1.34
135

1.3.6
1.3.7

Network Architecture
TCP/IP Protocols
Network Security
Linux Networking
Web Programming
Data Mining

Design of Filtering Module

Design of Monitoring Module

Design of Blocking & Restriction Module
Design of Logging Module

Design of Management Module

1.3.5.1 Design of Web Page Interface
1.3.5.2 Design of Statistics Interface
Design of Database

Design of Different Running Modes

1.4 Prototype Development

141

Coding Prototype

1.5 Implementation

151
152
153
154
155

15.6
15.7
1.6 Testing
16.1
1.6.2
1.6.3
1.6.4
1.6.5
1.6.6

Implementation of Filtering Module
Implementation of Monitoring Module
Implementation of Blocking & Restriction Module
Implementation of Logging Module
Implementation of Management Module

1.5.5.1 Implementation of Web Page Interface
1.5.5.2 Implementation of Statistics Interface
Implementation of Database

Implementation of Different Running Modes

Testing of Filtering Module

Testing of Monitoring Module

Testing of Blocking & Restriction Module
Testing of Logging Module

Testing of Management Module

Testing of Different Running Modes

1.7 Project Finalization

1.7.1
1.7.2

Application Setup Development
User Manual Preparation
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3.2 Gannt Chart
Our Gannt chart can be seen under Appendix-A.

4. TEAM ORGANIZATION

4.1 Team Structure

We have decided our team structure to be Contr@eckntralized (CD). This is

due to the following facts:

> We need a team leader who will be responsibleh@rcbordination of team meetings and

tasks to be performed.

> We will be solving our problems as a group, noindsviduals

> We need horizontal communication among team members

4.2 Role of Team Members

The following table shows the responsibilities bt@am members:

Contact People

Gilsah | Neslihan | Hande | Filiz | Kezban
\/
Project Manager
v v N
Project Schedule Coordinator
N A
Project Archive Keeper
v T A
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4.3 Ground Rules

The followings are the ground rules to be obeyedlbgf the members of our team:

> Members who have an excuse for a weekly meetinignt@drm the project manager until

12:00 on the day of the meeting.

> Member’s late arrivals for the meetings are prdhkibif there is no excuse for the lateness.
> All members will be responsible for checking thejpct’s mail group every day.
> All actions and tasks performed for the projecthmsy team members will be posted to the

project mail group.
> All members are responsible for meeting the deadlthat are determined by the whole team.

5. PROCESS MODEL

Due to the structure of our project we have chdsmar sequential model as our main methodology

and the need for better risk management forced usé a hybrid of spiral model.

For the application of the linear sequential madusktly we have to define the requirements of the
project absolutely, which we believe we have conegalén an appropriate manner. We have arranged
meetings with the software companies that are piatesustomers for our project. In addition we have
analyzed many software products aiming the sinfilactionality as our project. Our model proceeds

with design, implementation and testing phases.
Employing spiral model through the linear sequémtiadel will allow us to identify and implement

higher priority features of the project first ariteh add more features into it. By this method we

should get more insight into the project and aralyzks more appropriately.
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6. REQUIREMENT ANALYSIS

6.1 System Requirements

Requirements for users who will purchase our fpralduct are explained in sections Software

Requirements and Hardware Requirements. The taolsrevplanning to use in development are

explained in the Tools part.

6.1.1 Software Requirements

The machine to be used should provide the follovi@gities on a Linux operating system:

>

YV V. V V

A web server (e.g. Apache)

PostgreSQL as the Database Management System
A firewall (Iptables)

A web browser for the administrative purposes
GNU C++

6.1.2 Hardware Requirements

For the convenience of users, the following prapsrare expected:

> Minimum 512 MB RAM

> Minimum 5 GB of free disk space, for database gfera
> A Pentium IV processor

> Minimum two network interface cards

6.1.3 Tools

We will make use of the following tools for deveiog our project:

>

>
>
>
>

Linux operating system as the development platform
C++ programming language

GNU C++

PostgreSQL Database Management System

PHP and Apache web server or Java Virtual Enviroindd&SP and Tomcat
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6.2 Implementation-Related Requirements

In this section, we are intending to mention thgureements related to internal structure of theesys
We have aimed to provide facilities that would emteour system in terms of functional, interface,

security and performance measures.

Functional Requirements

We have used the outcomes of our literature suanelycustomer meetings to decide on the functional
requirements of our system. Our system consistgseically two modules: the gateway module that
regulates the network traffic, and the configunatraodule by which the administrator changes the

system’s default settings.

Main functionalities that are expected from sudystem are;

Connecting the local network of the organizatioottside

Filtering content of incoming packets from blackrd®

Restricting access to some predefined sites

Preventing, detecting and stopping intrusion attsrapming to take charge of internal system
Taking logs of network traffic for later inspect®of the administrators

Calculating statistics for administrators to gaisight about the network

Caching most frequently visited URLs

YV V.V V V V V V

Monitoring the current status of the network, amublding instant interruption of the
administrator

> Ability to manage access and download rights fougs of users and/or individual users

We are also intending to provide the following exfatures for the convenience of users:
> Different running modes for users with differenteds

> Alerts via e-mail or SMS to the administrator, iase of emergency, such as an intrusion

detected

> Reporting mechanism that informs the administratbbout the latest changes made to the
system

> A trash deleting mechanism, that saves the deletectionalities on the system for further

usage, and restores them back if needed later.
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Interface Requirements

The interface of a system is the main facility tHatides the usability of the system. With thisons

in mind, we intend to design a web interface s tiw system will be accessible from anywhere. Our
interface will be user-friendly and easy to undmmdt The details of interface requirements are

explored in our Use Case Diagrams.

Security Requirements

Security being the main purpose of our system, westntry for highest security features in the
implementation of it. These features include:

> Administrator details should be protected through efficient encryption / decryption
algorithm.

> Local servers should be defended from outside kdtata a through inspection of HTML
forms, which should be implemented by validating tompatibility of incoming and outgoing forms.
> In order to preserve our local network from intans coming from outside, we will log the
requests from a non-local network.

> Intrusions like SQL-injection or cross-site scmygtishould be avoided by parsing the data in
the incoming packets and inspecting attack patterns

> We are aiming to protect our log files by definspecial protection rules for them.

> We will also inspect outgoing data for confidentiaformation that should not leave local
network.

> We are going to use Linux Operating System as ldwfopm of development, and the running
platform of the final product. This is due to setyuissues, because of the more sophisticated isgcur

facilities of Linux.

Performance Requirements
Since real-time tracking of all incoming and outgppackets is the main issue of our program, speed
efficiency is the primary concern. For a fast inmpéntation, the programming language should be

selected accordingly. A language closer to the madevel should be preferred.

Another issue is the implementation of rule defoms. We are considering using regular expressions
for defining the rules, because we think parsirggghckets and detecting malicious content would be

faster by this way. However, this issue is dualtthier consideration.
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We have also considered how to make our databassamore efficient. We will keep three tables
for tables that are subject to frequent insertiengh as the Log table. These tables will holdiestr
for respectively, daily, weekly and monthly inserti At the end of each time period, the table an th

upper level will be dumped into lower level. Thidlvepeed up database access, because it is highly
dependent on the size of tables.
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6.3 Use-Case Analysis

6.3.1 Use-Case Diagrams

Use Case for Administrator

Add/Remove URL
Black & White List

Monitor Network Traffic

Restrict URL Access

— >

Add/Remove
Confidential Data

D

Configure Restricted Time
Intervals for Specified URLs

Admin
Add/Remove
Black & White Word
List
Specify the Running Mode
of the Program
View Configuration Reports
Define Security Policies Get Alerts
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Observe Persistent
Attacks

errupt Current Network
raffic via the Web Interface

Observe Daily
Network Trafifc

Observe Download

Observe Network Statistics Information

Define Access & Download Observe web Sites
Rights for the Local IPs <<inc|1jde>z\ with Their Hit Rates
and Requesting IPs

Add User
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Use Case for Local Client and Server

<<include’/>/>/ Check Access Rights

Send Request ™.

<<extéhd3>
Hide Internal
Information
Filter Content

<<include>>
Local Client

Get Response

<<include>>

Log Incoming Packet

Get Request

Local Server

Send Response
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Use Case for Remote Client and Server

Check Blocked
Client List

<<include>>

Send Request Detect Intrusion

Attempts

\\“*<~<jng|yde>>
Remote Client Get Response

Hide Internal
Information

Get Request

Remote Server

Send Response
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6.3.2 Use-Case Scenarios

Admin scenarios

Monitor Network Traffic
Basic Flow of Control: Administrator can view the current network trafflrough a web
interface. Details such as Source IP, Destinatiynphcket size and time information will be

displayed.

Restrict URL Access
Basic Flow of Control: Administrator mayAdd/Remove URL Black and White List, Configure
Restricted Time Intervals for Specified URLS.

Add/Remove URL Black and White List
Basic Flow of Control: Administrator can configure URL Black List Tablhich contains
the URLs that are forbidden to be accessed by loéamts, or the URL White List Table,
which contains URLSs that will not be blocked in arase.

Configure Restricted Time Intervals for Specified URLs
Basic Flow of Control: Administrator may specify time limitations for &ssing some sites.
For instance, newspaper sites may be forbiddemgluhie morning, when network traffic is

especially busy.

Define Access and Download Rights for Local IPs
Basic Flow of Control: Download and access rights can be granted to greeips and/or
individual users. Download rights indicate the mmaxim packet size limit that can be
downloaded in a day. Access rights define whichiemof black URL / word list apply to the

user / user group.

Add/Remove Black and White Word List
Basic Flow of Control: Administrator can configure Black Word List Tablehich contains
the word that will be used in content filtering, the White Word List Table, which contains

words that will not be filtered in any case.
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Observe Network Statistics
Basic Flow of Control: Administrator mayObserve Web Stes with Their Hit Rates and
Requesting 1Ps, Observe Download Information, Observe Daily Network Traffic or Observe
Persistent Attacks.

Define Security Policies
Basic Flow of Control: Administrator may define rules to help detectidmtrusions.

View Configuration Reports
Basic Flow of Control: Administrator can view the reports about latestfigurations made to

the system.

Get Alerts
Basic Flow of Control: Administrator will be alerted in case of an intrsattempt.

Interrupt Current Network Traffic via the Web Inter face
Basic Flow of Control: When viewing the network traffic, the administratoay want to

interrupt certain connections, if network seembddoo busy.

Add User
Basic Flow of Control: New users are added via web interfacelude(Define Access and

Download Rights for Local IPs).
Specify the Running Mode

Basic Flow of Control: Administrator may choose between different modethefprogram,

which offer different functionalities.
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Local Client Scenarios

Send Request
Basic Flow of Control: Local client sends a request thenlude(Check Access Rights). If the

request does not violate the access rights hdealnternal Information.
Alternative Flow of Control: If the local client’s request fail to satisiigclude(Check Access

Rights) then an error message will be displayed to theclie

Check Access Rights
Basic Flow of Control: Request packet will be first inspected to contfalhe destination

address is in the white list. If the destinationi$Pin the white list, request will be served
without any further considerations. However in caden the destination address does not
exist in the white list, source address will beetalinto account to check for restrictions on the

black list table. If no violations are detectedrpission will be granted to the user.

Hide Internal Information
Basic Flow of Control: Company oriented security policies will be detectedorder to

prevent the private data from being sent out and NIdetwork Address Translation) will be

implemented to local client IPs.

Get Response
Basic Flow of Control: Local client gets the response from the remoteeseimclude(Filter

Content) and include (Log Incoming Packet).

Alternative Flow of Control: If the incoming packet fail to satisfipclude(Filter Content)

then an error message will be displayed to theclie

32



Remote Client Scenarios

Filter Content
Basic Flow of Control: Incoming packet will be first inspected to contifat contains any of
the words in the Black Word List. If a suspiciousrd also exists in the White Word List, it
will be allowed.
Alternative Flow of Control: If the packet contains malicious words, and theseds/do not
exist in the White Word List, the packet will not lallowed. An error message will be

displayed to the client.

Log Incoming Packet
Basic Flow of Control: Content of the incoming packet is logged for furtheage.

Check Blocked Client List
Basic Flow of Control: When a remote client sends a request to the leceés the client will
be checked whether it has been blocked due totamsion attempt before. If not, it will be
allowed to get a response.
Alternative Flow of Control: If the client has been blocked, it will not be albteget a

response from the local server.

Detect Intrusion Attempts
Basic Flow of Control: Incoming request packet will be inspected to cdrifrid violates the
rules specifying possible intrusion patterns. If,ibe client will be allowed to get a response
from the local server.
Alternative Flow of Control: If the packet violates with one of the rules, thlea client will

not be allowed, and it will be blocked for furtteacess.
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7. MODELING

7.1 Data Modeling
7.1.1 Entity-Relationship (ER) Diagrams

Black URL Group

User Groups

Permissions
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User in Group
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Word

Black URL List
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Rule

Configuration
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7.1.2

Data Dictionary

Name

Black Word List

Where used /
How used

Content Filtering Module 3.1(input)
Restriction Configuration Module 1.4 (output)

Description

This table will hold the black words that shouldftered from a
packet before it is served to client.

Field names:

id : AutoNumber

word : string

isactive : integer

(isactiveis 1 if the entry is in use for content filteriagthe
moment, and O if the administrator has temporatégctivated
it.)

Format

A table in database

Name

Black Word Group

Where used /
How used

Content Filtering Module 3.1(input)
Restriction Configuration Module 1.4 (output)

Description

Black Word Group holds the words that represenbajg of
black words.

Field names:

word-group id: AutoNumber

isactive: integer

word-group name: string

(word-group name is the definitive label that defines the group
such as “gambling”.)

Format

A table in database

Name

White Word List

Where used /
How used

Content Filtering Module 3.1 (input)
Restriction Configuration Module 1.4 (output)

Description

White words are the words that should not be #itein any case
for any type of user.

Field names:

id : AutoNumber

word : string

isactive: integer

Format

A table in database
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Name Black URL List
Where used / Blacklist and Whitelist Control Module 2.1(input)
How used Restriction Configuration Module 1.4 (output)
Description Black URL List keeps the black URLs that should betserved
to client.
Field names:
id : AutoNumber
URL : string
isactive: integer
Format A table in database
Name Black URL Group
Where used / Blacklist and Whitelist Control Module 2.1(input)
How used Restriction Configuration Module 1.4 (output)
Description Black URL Group holds the URLSs that represent aigrof black|
URLs.
Field names:
URL-group id: AutoNumber
URL-group name: string
isactive: integer
Format A table in database
Name White URL List
Where used / Blacklist and Whitelist Control Module 2.1(input)
How used Restriction Configuration Module 1.4 (output)
Description White URL List keeps the URLSs that should not beckkd to
any type of user in any case.
Field names:
id : AutoNumber
URL : string
isactive: integer
Format A table in database
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Name Rule
Where used / Check for Intrusions 2.6 (input)
How used Intrusion Detection Configuration Module 1.6 (oufpu
Check for Intrusions 2.6 (output)
Description Rule table holds rules that are used for detectitigsions.
Field names:
id : AutoNumber
rule: string
isactive: integer
Format A table in database
Name Confidential Data
Where used / Modification of Internal Client Packets 2.4 (input)
How used Administrative Facilities Module 1.5 (output)
Description This table holds company related private dataghatild not be
allowed to leak outside.
Field names:
id : AutoNumber
data : string
Format A table in database
Name Permissions
Where used / Interact Through Web Interface 1.1
How used
Description Permissions table lists permissions given to adstriior about
system configuration.
Field names:
permission id : AutoNumber
permission type: string
Format A table in database
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Name Authentication
Where used / Interact Through Web Interface 1.1
How used
Description Authentication table holds information about admsirators of
the system.
Field names:
user name: string
password : string
IP: string
full name: string
e-mail : string
GSM : string
Format A table in database
Name User
Where used / Restriction Configuration Module 1.4 (output)
How used Blacklist & Whitelist Control Module 2.1 (input)
Description This table holds information about the users ofsysem
Field names:
IP: string
name: string
permitted download size: Numerical data type
remaining download size: Numerical data type
Format A table in database
Name Network Traffic Log
Where used / Monitoring Module 1.2(input)
How used
Description This table holds data for monitoring network traffi
Field names:
communication id: AutoNumber
source IP: string
destination IP: string
packet size: Numerical data type
time: Date/Time
Format A table in database
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Name Blocked Remote Clients
Where used / Check for Blocked Clients 2.5 (input)
How used
Description This table lists the remote clients that were béatkue to their
intend to attack to the system.
Field names:
id: AutoNumber
blocked IP: string
time: Date/Time
Format A table in database
Name User Groups
Where used / Administrative Facilities 1.5 (output)
How used
Description This table groups users according to their righthe system.
Field names:
id : AutoNumber
group hame: string
permitted download size: Numerical Data Type
Format A table in database
Name Configuration
Where used / Restriction Configuration Modulel.4 (output)
How used Administrative Facilities Module 1.5 (output)
Intrusion Detection Configuration Module 1.6 (oufpu
Check for Intrusions 2.6 (output)
Description Configuration table lists all kinds of changes maasystem by
the administrator.
Field names:
configuration number: AutoNumber
configuration type: string
time: Date/Time
Format A table in database
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Configuration Log File is a file kept in local disk. Administrator canew this file to see the latest
changes made to the system. This file also holdsnration about deleted entries, which is not kept
the Configuration table in the database.

Name Configuration Log File
Where used / Restriction Configuration Modulel.4 (output)
How used Administrative Facilities Module 1.5 (output)

Intrusion Detection Configuration Module 1.6 (oufpu
Check for Intrusions 2.6 (output)

—

Description Configuration log file is saved in local disk andholds the recer
configurations made to the system by the adminatra

Field names:

admin user name: string

action: string

old configuration: string

new configuration: string

Format A file in Local Disk
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7.2 Functional Modeling

7.2.1 Data Flow Diagrams (DFD)
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Level 2 — Administration Module
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Level 2 — Handling Requests Module
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71.2.2

Data Dictionary

Name Configuration Data

Input to Interact Through Web Interface 1.1

Output from Administrator

Description This data is all configurations that can be madigosystem by
the administrator, such as additions to the blatkli

Format String

Name Information

Input to Administrator

Output from Interact Through Web Interface 1.1

Description This data is all the feedback that returns fromsystem to the
administrator, such as statistical reports.

Format String displayed through a graphical user interface

Name Local Client Request

Input to Blacklist and Whitelist Control Module 2.1
Download Control 2.2
Cache Mechanism 2.3
Modification of Internal Client Packets 2.4

Output from Local Client
Blacklist and Whitelist Control Module 2.1
Download Control 2.2
Cache Mechanism 2.3

Description Any packet that is sent by the local client to slystem.

Format TCP/IP packet

Name Local Client Response

Input to Local Client

Output from Display Module 3.3

Description Any packet that is sent to the local client by slystem.

Format TCP/IP packet

Name Local Server Request

Input to Local Server

Output from Check for Intrusions 2.5

Description Any “remote client request” packet that is forwatde the local
server by the system.

Format TCP/IP packet
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Name Local Server Response

Input to Modification of Confidential Internal Information48
Local Server

Output from

Description Any packet that is sent by the Local Server tosystem, in
response to a “Local Server Request”.

Format TCP/IP packet

Name Remote Client Request

Input to Check for Blocked Clients 2.5
Check for Intrusions 2.6

Output from Remote Client
Check for Blocked Clients 2.5

Description Any packet that is sent by the remote client tosystem.

Format TCP/IP packet

Name Remote Client Response

Input to Remote Client

Output from Modification of Confidential Internal Information48

Description Any packet that is sent to the remote client bysysiem.

Format TCP/IP packet

Name Remote Server Request

Input to Remote Server

Output from Modification of Internal Client Packets 2.4

Description Any “local client request” packet that is forwardedhe remote
server by the system.

Format TCP/IP packet

Name Remote Server Response

Input to Content Filtering Module 3.1

Output from Remote Server

Description Any packet that is sent by the Remote Server taylseem, in
response to a “Remote Server Request”.

Format TCP/IP packet
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Name Configuration Update
Input to Local Database
Output from Check for Intrusions 2.5
Administrative Facilities 1.5
Intrusion Detection Configuration Module 1.6
Restriction Configuration Module 1.4
Description This data is the all the updates on the Local Cxegab
Format SQL query
Name Configuration Information
Input to Content Filtering Module 3.1
Blacklist and Whitelist Control Module 2.1
Check for Blocked Clients 2.5
Check for Intrusion 2.6
Modification of Internal Client Packets 2.4
Output from Local Database
Description Any data that is requested from the database.
Format SQL query
Name Logging Update
Input to Local Database
Output from Check for Intrusions 2.5
Content Filtering Module 3.1
Display Module 3.3
Description Information about packets coming to the system.
Format Logging format
Name Logging Information
Input to Monitoring Module 1.2
Statistics Module 1.3
Output from Local Database
Description Feedback to the administrator about the logs.
Format Logging format
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Name Cached Packet

Input to Local Database
Display Module 3.3

Output from Caching Module 3.2
Cache Mechanism 2.3

Description A cached packet can be sent from Caching Moduthed_ocal
Database, in case a packet is acquired from theonetand
decided to be cached by the caching algorithm. I9e, af a
packet is requested from the network, and Cachehiteésm
decides that is has been cached before, it may getodthe
Display Module.

Format TCP/IP packet

Name Cache Packet Information

Input to Cache Mechanism 2.3

Output from Local Database

Description The cached packet, if it has been cached befoiafamation
about it is not being in the database.

Format TCP/IP packet or a string

Name Restricted Time Information

Input to Restriction Configuration Module 1.4

Output from Interact Through Web Interface 1.1

Description The update made by the administrator, about usiEne
restrictions.

Format String

Name URL Black/ White List Configuration

Input to Restriction Configuration Module 1.4

Output from Interact Through Web Interface 1.1

Description The update made to the blacklist or whitelist by dldministrator,.

Format String

Name New User Data

Input to Administrative Facilities Module 1.5

Output from Interact Through Web Interface 1.1

Description Information about new users added by the admintra

Format String
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Name Program Running Mode

Input to Administrative Facilities Module 1.5

Output from Interact Through Web Interface 1.1

Description The decision about which mode to run the prograjmmade by
the administrator.

Format String

Name Configuration Report

Input to Interact Through Web Interface 1.1

Output from Administrative Facilities Module 1.5

Description The feedback to the administrator about the lateahges mad
by the administrator.

Format String

Name Download Information

Input to Interact Through Web Interface 1.1

Output from Statistics Module 1.3

Description Statistics about download of users.

Format String

Name Daily Network Traffic

Input to Interact Through Web Interface 1.1

Output from Statistics Module 1.3

Description Statistics about daily network traffic.

Format String

Name Persistent Attack Tracking Information

Input to Interact Through Web Interface 1.1

Output from Statistics Module 1.3

Description Statistics about persistent intrusion efforts.

Format String

Name Source IP

Input to Interact Through Web Interface 1.1

Output from Monitoring Module 1.2

Description Source IP’s of all packets, monitored by the system

Format String

Name Destination IP

Input to Interact Through Web Interface 1.1

Output from Monitoring Module 1.2

Description Destination IP’s of all packets, monitored by tlgstem.

Format String
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Name Packet Size

Input to Interact Through Web Interface 1.1

Output from Monitoring Module 1.2

Description Sizes of all packets, monitored by the system.

Format Numerical data type

Name Cache Size and Location

Input to Administrative Facilities Module 1.5

Output from Interact Through Web Interface 1.1

Description Update about the size of disk and disk location ithaecided by
the administrator.

Format String

Name Rule Specification

Input to Interact Though Web Interface 1.1

Output from Intrusion Detection Configuration Module 1.6

Description Update of the rules that are used to detect angeptentrusions
made by the administrator.

Format String (a regular expression)

Name Denial

Input to Display Module 3.3

Output from Blacklist and Whitelist Control Module 2.1
Download Control 2.2
Check for Blocked Clients 2.5
Check for Intrusions 2.6
Content Filtering Module 3.1

Description A warning indicating the packet will not be admitte

Format String

Name Filtered Packet

Input to Caching Module 3.2
Display Module 3.3

Output from Content Filtering Module 3.1
Caching Module 3.2

Description A packet from a Remote Server is filtered in thet@at Filtering
Module. Then it is sent to Caching Module to beheat and
forwarded from the Caching Module to the DisplaydJte.

Format TCP/IP packet
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Name Request Validation

Input to Check for Intrusions 2.5

Output from Modification of Confidential Internal Information8

Description A packet from a Remote Server is filtered in thentéat Filtering
Module. Then it is sent to Caching Module to beheakt ang
forwarded from the Caching Module to the DisplaydJte.

Format TCP/IP packet
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7.3 Behavioral Modeling
7.3.1 State Transition Diagrams (STD)
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State Transition Diagram for Local Client Actions
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State Transition Diagram for Remote Client Actions
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8. RISK MANAGEMENT
8.1 Scope

Risk management is one of the facilities that sthdaé performed in every project. Facing risks is
unavoidable while doing projects and potential siskll affect the overall performance of the prajec
if they occur, so having a risk management plan emping with risks leads to more successful
projects. As a result, we decided that we shoulfopa risk management activities through the life

cycle of our project.

8.2 Risk Table

Risk Probability |Impact
Lack of knowledge on subject %30 2
Misunderstanding requirements of customers %20 2
Members' failure in performing due responsibilities %30 3
Lack of experience in holding a project managerpentess | %20 3
Falling behind schedule %10 3
Hardware / Software failure on development platform %5 1
Withdraw of a team member %3 2
Disagreements among team members %15 4

Impact Values:
1- Catastrophic management process
2- Critical
3- Marginal
4- Negligible
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8.3 Risk Mitigation, Monitoring and Management Ran

» Lack of Knowledge on Subiject

Since none of our team members have a backgrousdainrity or network areas, it is highly possible
that our project will be affected. This is likelg have a critical impact on the project; so to dvoi
being blocked by missing knowledge, we have decigedrack the progress of each member in
weekly reviews. In case we realize we are in ayrstuation, we will try to cooperate in researcitd a

consult experienced developers studying in thia.are

» Misunderstanding Requirements of Customers

Misunderstanding of customer requirements is alsmramon failure in software engineering. To
avoid this risk, we are meeting with people fronnay companies as possible, and trying to lower
the risk that specifications may escape unnotiteése companies are both developer companies and
end users, so that we are exposed to differentgpofrview. We are trying to be as clear as weinan
terms of language and jargon, and repeat the irgftom we get, asking for confirmative feedback. As
the project progresses, we will develop prototypesementally and ask for feedback at regular

intervals, so that any misleading can be noticegbaly as possible.

» Members' failure in performing due responsibilities

Being senior students and attending various teehnitective courses with highly changeable
demands makes it a high possibility that we malytfahind our personal deadlines. This is another
case where we rely on weekly reviews and our mrailig to monitor. Also to avoid the risk of failures
due to personal factors, we are trying to plan@eaktasks in terms of weeks so that the members ar
able to plan their weekly schedule with respeqgbrimect progress. For the management process, we
have decided that if a member is not likely toifuliecessary tasks in due course, others must be
notified beforehand by the mail group, so that appate steps may be taken before too late, sueh as

redistribution of tasks.

» Lack of Experience in Holding a Project ManagemeRtocess
Another shortcoming of our team is that since tBisour first major-scaled project, we are not
experienced in coordination and management of pgroNe are trying to foresee the problems of

working in a 5-member team and take decisions Ifalooration. In case we detect any fallacies in
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project management, we will try to overcome it bizeduling more meetings.

» Falling Behind Schedule

Besides failing in individual tasks, it is also pide that we may altogether overestimate our ppbine
capacity, and fail in scheduling the overall pracéd/’e are trying to prepare and follow our scheslule
as early as possible, which will lead to more tbmeegain control if any planning fallacy occurseW
are always considering that extra time may be redudue to natural tendencies to overestimate

personal capabilities and underestimate the timewil be required to fulfill tasks.

» Hardware / Software Failure on Development Platform

Hardware and software failures must be taken cérm @ll kinds of projects, since although its
probability is not so high, its impacts will be gteWe have chosen two team members, who will be
responsible with weekly backup of work done. Thasponsibility is also assigned to all members in
terms of their private work. We are also intendiagise the group cvs that will not be hosted in our
personal computers. In case of a failure, every benwill be responsible by the restoration of the

project from the backups, in terms of restoring’®e/n work to the group cvs.

» Withdraw of a Team Member

Withdrawal of a team member, although not that comnis a great risk in terms of its effects. We are
intending to view the process as professionallywascan, and this realization will avoid serious
misbehavior which follow from personalizing of stions. In case that these efforts are uselessaand
member decides to withdraw from the team, all mesbee required to document the work they are
doing individually, and store both this documematand the source codes in the group CVS. Also we
have come to an agreement that the member willdspaa more week with the rest of team, helping

and instructing them about the work that must ber ldeveloped by the team.

» Disagreements Among Team Members

Disagreements among team members are not rareupgtarger than a few people, because there is
a great deal of subjects to be decided, varyingnftbe times scheduled for meetings to the
prospective properties of the final product. Theref we have decided to always follow democratic
rules in decision process, and try to convince spdopeople before moving to other decisions.

Members are asked not to be conserved about #edings, to avoid serious disagreements that might
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lead to greater problems later. In case of sergegreements, we will all take time for more reskea
and discuss the subject at the following meetingc&our team consists of five members, we will
always follow the majority and the members haveeadrto accept the decision of the majority as their

own.

9. SOFTWARE QUALITY MANAGEMENT PLAN

9.1 Introduction

Developing a project as concerning project qualitg continuity does stand as an undeniable property
leading to the constructed projects perfection.okdimg to that idea, we make analysis for what we
can do in order to maximize the project that wengla construct and publish in future. To aim at
highest-level quality, we shall detect possible eatp which are potentially against product
development and product itself, and avoid those&spthroughout the software process. Especially,

we will care about the following points;

» Security is the most important quality measure dar application level gateway because it is
mainly designed for network security. So throughita project process, we will mostly care about

whether our tool provides enough security and loditg.

» Network access speed is another important issueuiotool due to its indispensable necessity for

providing acceptable network connection access.

» Ease of use and user friendliness is unavoidallalfoost all projects . So, we will try to provide
the user with carefully designed graphical usesrfaces so that the user will not have to readdadd

manuals.

The design of the software should be flexible eotagoe compatible with modules that can be added

in the later development phases This is anothditgussue that we will consider.
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9.2 Quality Assurance Tasks

For ensuring software quality, we determined soamkdg that will be conducted throughout the

software process by all of the members of the group

» Schedule checking will be performed to cope whit tisk of falling behind the timetable.

» A coding standard document will be prepared to nibakecode understandable for all of the group
members and to ease debugging in case of error.

» Umbrella activities will be conducted regularly.

» Unit tests will be held regularly.

9.3 Reviews
Since formal technical reviews are an importantveafe quality activity, we will perform frequent

and regular meetings for performing these formehmecal reviews. By these meetings we intend to

trace the progress of the project and assign weedsiis to members of the group.
Our main objectives by performing formal technicaliews are;

» To make our project more manageable and traceable.

» To confirm that our project meets its requirements.

» To uncover errors in an early phase of the project.

» To ensure that our project obeys the predefinettistals.
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10. APPENDIX-A
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