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1 INTRODUCTION

1.1 Purpose of this Document

The purpose of this document is to initiate theigtespecifications of the project. In this
report, we intend to give detailed information atobaw our solutions fulfill the problem
requirements. During our studies on this reporthaee developed our sight to the problem
and to the solution. We will present our projectisdular specification and UML diagrams
(use-case, class, sequence and activity diagrdms)gh which our understanding of the

system improves.

1.2  Scope and Definition of the Project

In today’s world, Internet has become the key twolevery aspect of life. With the
increasing internet usage and the vulnerabilitintérnet to abuse, security gains more and
more importance. Organizations are one of the andsge Internet is heavily used. In
order not to lose confidential information abou¢ tompany, about the projects they are
working on, and mainly to ensure security policieganizations have to take precautions

for abuse. At this point, security tools appeaatbas the protector against malicious usage.

NetCheck will be a web-based application level watewhich offers secure Internet
access for the organizations. Our intended softvideCheck’ will mainly provide the

following facilities:
> Real-time network monitoring
> Content filtering
> Download restriction
> Access restriction
> Statistical data about network traffic
> Caching

> Web interface for the control of the program

> Confidential data hiding



1.3 Project Overview

Administrative Facilities: The administrator of the system can define accesd a
download rights for individuals in the local netwovia the web interface. He/she can
define black words and black word groups, black URid black URL groups, and also
he/she can define user groups and assign blackdy&ips and black word groups to user
groups.

Network Traffic Monitoring: All incoming and outgoing web traffic will be displed on
a web page in real time. Source address, destmattwlress, accessed URL, size of

communication packets, and time of communicatiauikhbe monitored.

Access Restriction: Restriction will be applied to individuals accorgdino black URL
groups which are assigned to the user. Also, inestime intervals, some specified URL’s
can be restricted to the user (e.g. URL x cannatdoessed between 09:00-11:00).

Download Restriction: The administrator will be able to specify a bandwilimit for the

users’ download operation.

Content Filtering: If a user requests a site which contains wordsatetn black word list,
than content of the incoming packet should berélieaccording to the black word list. The
content in the black word list will be defined thetadministrator. For example the list may

keep content about sex, alcohol/drug, violence,gambling.



2 SYSTEM MODULES

2.1 Web Module

The web module will provide the administrator wdh interface to manage the system.
Firstly, the administrator will be asked for hisshesername and password for the
authentication and after the username/passworticaion, the administrator will have the
right to control or monitor the following systenatares via that interface;

Monitoring network traffic,

Defining access and download rights for local IP’s,
Restricting URL access,

Specifying black & white word lists,

Specifying the running mode of the program,

Defining security policies for protecting confidexitdata,

vV V.V V V VY V

Monitoring network statistics.

2.2 System Management Module

System management module will adjust the necessatings of the system according to
the running mode specified by the administratorer€hwill be three different running

modes supported by our system which are definemibel

» FreeMode: The free mode will only provide monitoring netwadrkffic. There will
be no filtering or restriction mechanism.

» Normal Mode: This mode will be the default mode of the systemaddition to the
network traffic monitoring, this mode will suppddRL access and download size
restriction, content filtering and logging. Alsagtwork statistics can be monitored
when the system runs in normal mode.

» Secure Mode: In addition to normal mode facilities, this modallvinclude a
mechanism for providing security for confidentiatal such as a formula invented

by a company working for pharmaceutics.



2.3 Network Traffic Monitoring Module

This module is about monitoring all incoming andgming web traffic in real time.
The following information of incoming and outgoipgckets will first be written to
database tables and afterwards that informationl Wé displayed to the

administrator via web interface;

Source address,
Destination address,
Accessed URL,

Size of communication packets,

vV V V V V

Time of communication.

2.4 Content Filtering Module

The content filtering module will have a mechanisnparse the data part of a packet for
detecting whether the packet includes any blacldwibisuch words exist in a packet, these
words will be filtered according to a special algon and the filtered packet will be
transferred afterwards. This mechanism aims to gerewnalicious content coming from
remote servers in normal and secure mode and emial data going outside the local area

network for the secure mode.

2.5 Restriction Module

Restriction module of our system will provide twamés of restrictions. First type is about
URL access restriction and the second one is atbowhload restriction of local clients.
URL black list or restricted time interval of URLWIll be considered for URL access

restriction and local IP’s bandwidth limit will kbe criteria for download restriction.

2.6 Statistics Module

Statistics module will produce statistics relatedtiie system by applying an appropriate
algorithm on the data kept in the database tafilesse statistics will be displayed to the
administrator via the web interface. This moduldl wmainly produce the following

statistics;



» Statistics about persistent requests from locakeser

A\

Statistics about daily network traffic density,

» Statistics about local IP’s download size (this nieey for a specific IP or a
specific user group ),

» Statistics about the hit rates of web sites,

» Statistics about local IP’s violation for confidertdata protection,

» Statistics about local IP’'s URL requests.

2.7 Logging Module

Logging module will create a log file listing reg¢eactions of the administrator in a human

readable format and that file will be composedréd in the following format:

user name of the administrator | performedact configured table’s name)|

old configuration | new configuration

2.8 Caching Module

Caching module will apply an algorithm to specif tmost frequently accessed URL’s and
will save the contents of these URL'’s in a proxyee for giving fast access to the local
users and also for minimizing the network traffiendity. The algorithm to be used will
make use of the network traffic logs which are kapghe database.



3 SYSTEM DESIGN

3.1 Use Case Diagrams

3.1.1 Use Case for Administrator

Add/Remove URL
Black & White List

Monitor Network Traffic

Restrict URL Access

e

dd/Remove
Confidential Data

Configure Restricted Time
Intervals for Specified URLs

Add/Remove
Black & White Word
List

Specify the Running Mode
of the Program
View Configuration Reports

Define Security Policies Get Alerts



Observe Persistent
Attacks

Interrupt Current Network
raffic via the Web Interface

Observe Daily
Network Trafifc

Observe Download

Observe Network Statistics Information

Define Access & Download Observe web Sites
Rights for the Local IPs <<inclu‘de>>\ with Their Hit Rates
and Requesting IPs

Add User

Administrator



3.1.2 Use Case for Local Client and Server

<<inc|ude">";l Check Access Rights

Send Request ™.

<<extéﬁd2?
Hide Internal
Information
Filter Content

<<include>>
Local Client

Get Response

<<include>>

Log Incoming Packet

Get Request

Local Server

R >>
Send Response qn‘gl‘gq?x

Hide Internal
Information

10



3.1.3 Use Case for Remote Client and Server

<<includes>

Send Request

B

Remote Client Get Response

Get Request

Remote Server

Send Response

Check Blocked
Client List

Detect Intrusion
Attempts

11



3.2 Class Diagrams

Administrator
-userName -
1P Login Screen
-password ConfigurationLogFile
'gasn&e 1.* 1 [+getUsernameAndPassword() -adminUserName
) mail -configurationTable
€ - ! - - . -configurationTableRow
+validateUser(in userName, in password) 1. -oldConfiguration
+viewConfigurationLogs() -newConfiguration
:setttljserl,:l‘ame() 1 +setOldConfiguration()
+gzﬂps(§3r ame() +setConfigurationTable()
LgetlP +setConfigurationTableRow()
+ge b 0 d 1.x +setNewConfiguration()
setPassword() UpdateAdministratorScreen +setAdminUserName()
+getPassword()
+setName() 1
+getName() +displayAdminDetails()
+setGSM() +updateAdminDetails()
+getGSM() +displayUpdateMessage()
+setEmail()
+getEmail() 1
1 *
1 .
1
Permissions
*
havePermission--> L. -permissioniD
dh -permissionType
1 +getPermissionID()
+getPermissionType()
UpdateUserScreen
1
+displayUserDetails()
+updateUserDetails()
+displayUpdateMessage()
1
1.* L *
User
-ID UserGroup
-name
i i UserInGrou -groupName
-permittedDownloadSize 1% 1+ p 1 1* D
-remainingDownloadSize " " -IP " v :g;c;lrmttedDownloadSize
+setiP( -grouplD +getGroupName()
+getlP() +addUserToGroup() +setGroupName()
+seil,:ameg +deleteUserFromGroup() +getPermittedDownloadSize()
+getName ! |
+setPermittedDownloadSize() +setPermittedDownloadSize()
+getPermittedDownloadSize()
+setRemainingDownloadSize()
+getRemainingDownloadSize()

12



MonitoringScreen

ObserveNetworkStatisticsScreen

1 +computeHitRates(in packetSize)
+computeDailyNetworkTrafficforUser()
+computeDailyNetworkTrafficforUserGroup()
+computeDailyNetworkTrafficinTotal()
+computeRemoteClientRequests()
+displayComputedStatistics()
+computeConfidentialDataViolation()

+displayCurrentTraffic()
1
1.*
NetworkTrafficLog
-sourcelP
-destinationIP
-packetSize
-time
PackotP -accessedURL
acketParser -
. . +getPacketSize()
-header 1. 1. +setPacketSize()
-data +getCurrentDetail()
+getPacket() +setCurrentDetail()
+parseHeader() +getSourcelP()
+parseData() +setSourcelP()

+getDestinationIP()
+setDestination!P()
+getTime()
+setTime()
+getAccessedURL()
+setAccessedURL()

1.*

1% UsersinGroup

-userlP

-userGroupID
+getUsersInGroup()

13



WhiteWord WhiteURL
- -wordID -URLID
RunningMode| -word _URL
-freeMode 1 -isActive -isActive
-normalMode +setWord() 1. [+setURL()
-secureMode +setlsActive() +setlsActive()
+setMode() +getWord() +getURL()
+getMode()
1”*
1 1
SystemManagementScreen
1 +displayRunningMode()
+displayBlackURLGroups()
BlackURLGroup +displayUpdateMessage() BlackWord
-grouplD +displayBlackWordGroups() -wordID
-groupName 1.* 1 |[+displayBlackURLList() 1.*  |-word 1.*
-isActive +glsp:ayWE|teUR|—(|j-|St()O -isActive
+displayWhiteWordList
+ +
getGroupName() +displayBlackWordList() setWord_()
+setGroupName() +updateRunningMode() +setlsActive()
+ i +
+§Eg\?vﬁ‘gzgl(r)16roup() +updateBlackURLGroups() +;2?Vv\\//(§rr(;)(1)1psOfWord()
+updateBlackWordGroup()
1 +updateBlackURLList()
1. +updateWhiteURLList()
+upateWhiteWordList()
+updateBlackWordList()
WordInGroup
-wordID
1.*% -grouplD
+addWordToGroup()
URLINGroup +deleteWordFromGroup()
-URLID —J 1%
-groupID -
+addURLToGroup()
+deleteURLFromGroup() 1.*
1.x
1> BlackURL
-URLID BlackWordGroup
*
L. -URL -grouplD
-isActive 1.* -groupName
+setURL() | |-isActive
+setlsActive() +getGroupName
+showGroupsOfURLY() +getGrougName8
+getURL0) +setlsActive()

+showWordsInGroup()

14



BlackURL

userinGroup-->

1.*

haveExtraURLGroup-->

restrictedFor-->

UserGroup

-groupName
-permittedDownloadSize

+getGroupName()

-URL 1. <--haveExtraURL's
-isActive
-groupName
+getURL()
+getlsActive()
1.* WhiteURL
-URL
-isActive
+setURL()
+getURL()
1.* 1.*
L User
-IP
-name
1 -permittedDownloadSize
1.*  |-remainingDownloadSize
+getlP()
Controll
1.*
+controlBlackURL()
1 +controlBlackURLGroup()
" +controlWhiteURL()
PacketParser
+parseHeader()
1.*
BlackURLGroup
*
URLINnGroup--> 0.. -groupName
-userGroupName
-isActive
+getGroupName()

15




BlackWord

-word Lx <--haveExtraword's
-isActive
-groupName
+getWord()
+getlsActive()
1.* WhiteWord
-word
-isActive
+setWord()
+getWord()
1 1 userinGroup-->  1.*
UserGroup
1.* 1.*
User -groupName
-IP -permittedDownloadSize
-name +getGroupName()
1 -permittedDownloadSize
1.*  |-remainingDownloadSize|
+getlP() 1.*
Controll
1.*
1 +controlBlackWord()
1 +controlBlackWordGroup()
" +controlWhiteWord() a\/eExtraWordGroup-->
PacketParser
+parseHeader()
1“*
BlackWordGroup .
WordInGroup--> 0 -groupName restrictedFor-->
-userGroupName
-isActive 1.%
+getGroupName()

16



packetParser

+parseData()

Control2

+controlConfidentialData()
+reportViolation()

ConfidentialData

-data

+getData()
+setData()

17



CachedURL

* ProxyServer
“URL L. y
+getURL
+getURL8 +cacheURLPacket()
+applyCacheAlgorithm() +getURLRequest()
1 1
packetParser
1“*
+parseHeader()
+parseData() 1.*
+getPacket()

18



3.3 Sequence Diagrams

3.3.1 Web Module

Under the web module, we have only presented ttieeatication sequence diagram, but

web module is also responsible for the user interfa the other modules.

3311 Authentication on the Web

: Login Screen :Administrator Database
[ T
| |
I I
| |
I I
| |
I
| i
:User on the Web ! |
I I
| |
M I
| i
— I
getUsernameAndPassword() - _L
>
validateUser() -
»
P validUser()
<
L
i accessGranted() }
N I
T I
L | !
:Login Screen :Administrator Database
T [
! |
! |
! |
! |
! I
! |
} I
- User on the Web I }
! |
— ! I
I
N 1
I
getUsernameAndPassword() -~ |
» L
validateUser() -
>
P invalidUser()
Y
P accessDenied()
<




3.3.2 System Management Module

3321

:Admi

Specify the Running Mode of the System

:System Management Screen

specifyRunningMode()

‘I_l

seeCurrentRunningMode(

)

:Running
Mode

setRunningMode(

)

|
|
|
|
|
|
|
|
L

displayRunningMode()

Running Modes ar
Free mode
Normal Mode
Secure Mode

20



3322 Update Users of the System

getUserGroupDetails()
» | getExtraURLsForUser()

getExtraURLGroupForUser()

—»

» getExtraW ordForUser()

:Update User Screen :User :User in Group :Extra URL :Extra URL Group ‘Extra Word :Extra Word Group
i T T | ‘ ‘
| | | | | | |
! | \ \ | \ [
! | \ \ | \ [
| I I I I I !
I | | I | I }
:Admininstrator | ! | ! ! ! |
I | | | | |
] updateUser() — | } | } }
. [ I
i getUserDetails() } I } }
l w |
[ \
\ [
| |
\ \
\
[

getExtraW ordGroupForUser()

\
[
|
[
| I
[ [
| displayUserDetails() !
< t - } |
| | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
I I | | | }
displayNewUserScreen() } } } } |
i | | | | |
| | | | | |
Messagel() ! ! ! ! | !
| | |
} } \ } | |
[ [
updateUserDatabase() } } I } I }
| | | |
4 | | |
updateUserInGroupDB() ‘ } } } }
[
updateExtraURLDB() ! I } }
»| |
»|  |updateExtraURLGroupDB() | ! !
> updateExtraW ordDB() }
> updateExtraW ordGroupDB()
dispIaYUpdateMessage()
i |
seeTheMessage() N

o
Y

N“““
=

|
|
|
|
|
|
|
| |
|
|
|
|
|
|
|
|
|



3323 Update User Groups of the System
:Update User Screen :User Group

:Admi .
n ! :

|
_ " |
! :

|
updateUserGroupRequest( T :
) |

updateUserGroup( ]
displayUpdateMessage()
seetheMessage()

22



3.3.24 Update Administrators of the System

:Update Administrator
Screen :Administrator

:Admi

updateAdministrator()

enterAdminlinfo()

:Have Permissions

v

[
|
1
getAdminDetails() T‘
[newAdmin = FALSE]

displayAdminDetails()

updateBlackURLList(

seeTheMessage()

:Admi

)

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

displayNewAdminScreen()—|

[newAdmin = TRUE]

updateAdminDatabase()

updateHavePermissionsDatabase()

v

Update Admin Datab
will call the necessary
set functions

displayUpc’ateMessage()

]

|

|

|

|
updatePermissionRequest() T

l

|

:Update Administrator
Screen

:Permision

seetheMessage()

updatePermission()

|
|
|
|
|
|
|
|
L

displayUpdateMessage()

23



3.3.25 Update Black URL List of the System
:System Management Screen ‘Black URL Group
:Admin
insertBlackURL()
ﬂ getBlackURLGroups() ﬂ
displayBlackURLGroups() -
seeBlackURLGroups()

determineBlackURLGroup()

:Black URL List

:Administrator

- — updateBlackURLList()
[adminSpecifiedGroup = TRUE] B
determineBlackURLGroup()
[adminSpecifiedGroup = FALSE] | displayUpdateMessage() '(
seeTheMessage() |
| |
This is not an method
of the administrator class,
but makes the system
more understandable.
:System Management Screen :URL in Group :Black URL List
| i T
| ! |
| ! |
| ! I
| ! |
| ! I
| ! |
| ! I
|
|
updateBlackURL() |
|
updateURLinGroupTable() :
4> |
Update method :
includes update & delete updateBlackURLList() |
functionalities. >,
|
|
| |
|
! |
! |
: |
| 1
|
|
|
|
|
|
|
I
displayUpdateMessage()

seeTheMessage()

A

24



3.3.2.6 Update Black URL Groups of the System

:System Management Screen :Black URL Group

|
I
I
I
I
I
:Administrator :
I

updateBlackURLGroupRequest() ]

L
updateBlackURLGroup()
displayUpdateMessage()

seeTheMessage() <
« 1
L] L |
3.3.27 Update White URL List of the System
:System Management Screen :White URL List
:Admin
updateWhiteURL() W
updateWhiteURLList()
displayUpdateMessage()
seetheMessage()




:Black Word List

determineBlackWordGroup()

3.3.28 Update Black Word List of the System
:System Management Screen ‘Black Word Gr
:Admin
insertBlackwWord()
4ﬂ getBlackWordGroups()
displayBlackWordGroups()
seeBlackWordGroups()

[adminSpecifiedGroup = TRUE] updateBlackwordList()
determineBlackWordGroup() J
[adminSpecifiedGroup = FALSE] displayUpdateMessage() '(

seeTheMessage()

1

:System Management Screen

:Administrator

updateBlackW ord()

-

Update method
includes update & delete
functionalities.

seeTheMessage()

A

:Word in Group

updateW ordinGroupTable()

ﬁ

updateBlackW ordList()

:Black Word List

—»

.

displayUpdateMessage()

»

26



3.3.29

:Administrator

—

Update Black Word Groups of the System

:System Management Screen

updateBlackW ordGroupRequest()

seeTheMessage()

3.3.2.10

:Administrator

]

updateBlackW ordGroup()

:Black Word Group

i

A

displayUpdateMessage()

Update White Word List of the System

:System Management Screen

updateW hiteW ord()

seeTheMessage()

updateW hiteW ordList()

:White Words List

i

displayUpdateMessage()

A

27



3.3.3 Network Traffic Monitoring Module

3331

Saving the Network Traffic Logs

:Packet Parser :Network Traffic Log :NAT Module :Server
| I ! |
| | | |
| | | |

: Client ! ! | !
| \ ! |
I I | I
o o ! ! }
I
SendURLRequest() o M ! !
” I
|
|
| |
> parseThePacket() | !
|
|
|
|
i |
logPacketInformation() - L L
>
BB sendURLRequest() -
i >
I
I
|
I
|
I
|
> parseThePacket() ! sendURLRequest() >
|
| LJ
! 1
w | getServerResponse() }
) T T
| | |
I
I I
I
I I
| ! |
I
I — I
| |
| |
I I
| sendResponse() }
T
! I
|
|
I
|
I
I
_ logPacketinformation() !
I
I
| |
< getResponse() ! }
< | I
| |
| |
L | |

28



3332

:Admin

Monitoring Network Traffic

sendMonitoringRequest()

:Monitoring Screen

seeCurrentNetworkT raffic()

:Network Traffic Log

getCurrentTraffic()

displayCurrentTraffic()

Current traffic means!
recent 10 minutes traffic

29



3.3.4 Content Filtering Module

3341 Applying Content Filtering
:Remote Server User :Black Word :Black Word :Extra Word Group ‘Extra Word ‘White Word User
Groups Group List -EXira Yword List
i T ! T ! ! T T
| | | | | | | i
I I I I |
| : | | | | : |
I I I I |
! | I | | | ! I
\ | I I I I | ‘
- | I | I | | |
URLRequest( | } } } | |
k) 1 | \ \ } }
! ] ] T ! I
| | | | | |
getUserGroup( } | | } }
| | | | |
getBlackWordGroup | | | | ! |
I I
(User Group) checkBlackW ords I I } }
Packet Data,User Group) | | ! \ |
- 5 checkExtraW ordGroup I |
I I
(User) | } |
3 ! I
» I
I } |
l ! |
I
checkBlackW ords } I
(Packet Data) | | |
< | I
|
[EntriesFound = TRUE] | ! |
I | |
|
checkExtraWold(User,Packet Data) 1
- getPacket()
Ll 1
T
— [BlackWordFpund = FALSE]
checkW hiteW ords }
| (Packet Data) 3 M
BlackW ordFound = TRUE

skipFiltering(

[chekkinw hiteWords = TRUE]

filter()

[cheickanhiteWords = FALSE]

l

getPacket()
- 00 5
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3.34.2 Applying Confidential Data Filtering

)

:Local Client

:Confidential Data

A

:Remote Client

sendRequestPacket()
filterConfidentialData()
getResponse()

:Confidential Data Violations

:Confidential Data Violations .Rem ver
addViolation()
[FILTERED = TRUE]
sendFilteredPacket() |
:Local Server

sendRequest()

:Confidential Data

(W sendResponsePacket()

| filterConfidentialData()

»

addViolation()

[FILTERED = TRUE]

getResponse()

l
l
\

31



3.3.5 Restriction Module

3351

:User

Applying Download Restriction

:Remote Server

sendURLRequest() checkRemainingDownloadSize()
>
sendURLRequest()
getServerResponse() [Remaining Download Size > 0]

displayRestrictedDownloadMessage()

[Remaining Download Size = 0]
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3.35.2

Applying URL Access Restriction

:User

:Remote Server

T
|
|
|
|
|
|
|

:White URL List :User in Group :Black URL Group :Extra URL Group :Extra URL :Black URL List
T
‘ } ! ; ; |
| ! [ \ \ !
| | | | | ‘
| | | | | ‘
! | | | | |
; | ! I I |
I I I
URLRequest() ! ! | | |
—¥ ! I | sendURLRequest() | I
1 ‘ L ! 1 »
[ I I ”
o |
| | getServerResponse() | [WhiteList = TRUE] ! |
I I |
< | | | | !
I I I
This URL request getUserGroup() } } } } getServerRespons
first passes through | | | } will pass through
Download Check | L} pwhiteList = FALSE] getBlackURLGroup | | 1 | Content Filtering,
Module, Hide > I I | | Caching and Logging
Confidential Data (userGroup) | ! | Modules which are
and Logging Modules checkinBlackURLList(URL Request) - shown seperately
T »

getRestrictedAccessMessage()
|

I
I
|
< I
< T I
| [CheckinBlackURLList = TRUE] i I
| } checkExtraUR}LGroup(user)
| | < t
| | [checkinBlackURLList = FALSE]
I I I
| ! | sendURLRequest()
| I 1 >
} } [NthtriesFound(user) = TRUE]
| 1 1
I I
} } getServerResponse() I
< : w j
| ! checkinBlackURLList(URLRequest)
! I : >
I
I | [NoEntriesFound{user) = FALSE]
} getRestrictedAccessMessage() — }
o | | 4 t
! I I I
| [checkinBla¢kList =TRUE] I I checkExtra
} | } User(user)
! N 2
! I
! | | [CheckinBlackURLList
| getRestrictedAccessMessage() } = FALSE] T
< I ) I
= I | ; sendURLRequest()
} [CheckExtraURL = TRuq] I R .
| >
I I
| | ! [CheckExtraURL = FALSE]
! | getServerResponse() | | !
< ! I | | I
< T 1 I |
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3.3.6 Statistics Module

3.36.1 Computing Daily Network Statistics

:Administrator

sendRequestForUser'sDailyNetworkTraffic()

:Observe Network Statistics

Screen

|
|
|
|
|
|
|
|
|
|
—L

seeStatistics()

v

:User in Group

|
getUserNetworkTrafficInformation()

:Network Traffic Log

displayCompu‘tedStatistics()

v

T
|
|
|
|
|
|
|
|
|
|

A

A

sendRequestForUserGroup'sDailyNetworkTraffic()

getUsersInGroup()

v

getGroupNetworkTraffic()

v

L
displayComputedStatistics()

t
|
|
|
|
|
|
|
|
|
|
|
|

I
getTotalDailyNetworkTrafficlnformation()
1

displayComputedStatistics()
1

v

o
«
seeStatistics()
o
«
sendRequestForT otalDailyNetworkTraffic()
i
«
seeStatistics()
i
Y
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3.3.6.2 Computing Web Site Hit Rates& Confidential Data Violations

:Observe Network Statistics . . . A
Screen :Network Traffic Log :Confidential Data Violations
T T
I { }
I I
I I !
| I
I } !
:Administrator | | |
I I !
- L I }
! i
I
sendW ebSiteHitRateRequest() o } }
» I
| I
getPacketSize() M |
> |
I
I
I
I
I
I
I
I
displayComputedHitRates |
P (packetSize) |
< I
I
I
LJ I
| I
| I
| I
| I
I
| i
sendRequestForConfidential - } }
DataViolations() e [ |
| i
| I
| o
! getViolations() =
| >
I
I
I
I
I
I
I
I
I
I
< displayComputedViolationStatistics() }
I
I
I
I
P seeTheMessage() } }
< I
| I
J | !
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3.3.7 Logging Module
3371 Saving the Configuration Logs

O

:User :Configuration Log File

:Admin

updateTable()

setOldConfiguration()

setAdminUserName()

setNewConfiguration()

applyNewConfiguration()

viewConfigurationLogs() L |
\
\
[

This above sequence diagram is alg&
valid for updating the following tables;

Administrator
White word list
Black word list
White URL list
Black URL list
Black word group
Black URL group
Confidential data




3.3.8 Caching Module

3381 Applying the Caching Mechanism
“Cached URL :Proxy Server Rem Y
:Local Client
— URLRequest()
CheckForURLO getURLRequest() H
getResponse() [URLEXist = TRUE] "
getURLRequest() f

[URLEXist = FALSE]
getRemoteServerResponse()

applyCachingAlgorithm()

cacheURLPacket()

[ApplyCache = TRUE] |
displayRemoteServerResponse() l |
I

I

A

Caching Algorithm will be appli
according to Network Traffic Log
table in database.




3.4 Activity Diagrams

3.4.1 Web Module

Activity diagram of the web module shows the flowadl controls that are applied by the
administrator via the web interface. The web irdeef display functions are held by the web
module and for those displays the web interface uleodhas to interact with system
management, network traffic monitoring, statist@sd logging modules. These modules are
integrated into the web module in the activity dags for the better understandability of the

system.
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[login
Incorrect ]

[loginCorrect ]

Network
Traffic
Monitoring

Get Current
Traffic Details
from DB

Display
Current
etwork Traffi

Update

Specif Update
pec’y P Black URL

Running Black URL

Mode Group List

[updateType

Update
Black URL

Set

Running
Mode

else,

Group DB

Specify
URL to be

Update Updated
DB

Update
Black URL
List DB

Update
URLINGroup
DB

Get
Black URL
Groups from
DB

Display
Black URL
Groups

Determine
URL
Group

Insert New
Black URL
to DB

System
Management

<
!

Update
Black Word
Group

Update
White URL
List

Update Update
White URL Black Word
List DB Group DB

Display Update Results

Update
Black Word
List

[updateType =

O

else

Specify
Word to be

Updated

Update
Black Word
List DB

Update
WordInGroup
DB

.

insert ]

Get
Black Word
Groups
from DB

Display
Black Word
Groups

Determine
Word
Group

Insert New
Black Word
to DB

Update
W hite Word
List

Update
W hite Word
List DB

There also exists
update users,
observe configuration logs,
and
observe network statistics
actions under this fork
but those actions are shown
in another activity diagrams
due to space shortfall.

39



bserve Statistics
About Confidential
Data Violations

DB

Compute Statistics

Get Number of
Violations
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Observe
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Get
Number of
Requests
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Network
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Compute Hit
Rates

Observe Network Statistics

[login
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[loginCorrect ]

Observe Network Traffic
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[updateType =
USERGROUPUPDATE]

Update
Users

[updateType =
USERUPDATE]

Login

[login
Incorrect ]

[loginCorrect ]

[updateType = INSERT]

Add New
User Group
to DB

=

UserInGroup

[updateType =
ADMINUPDATE]

[newAdmin = TRUE ]

Display New

Administrator

Details fromDB Screen

Save New

Display
Administrator

Details Details to DB,

pdate User
Group DB

Update

Save Changes to
Administrator &

Permissions Tables
in DB

DB

Administrator

Administrator

[newUser = FALSE]

Get User
Details fromDB

[newUser =

Display
User
Details

Save Changes
to DB

%Display Update ResuQ/

Log Off

/

@

Observe
Configuration Logs

Get Configuration
Log File

else

View
Configuration
Logs

[returnToOld
Configuration]

Apply Old

Configuration
Settings
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3.4.2 Restriction, Content Filtering, Caching, and_.ogging Modules

The activity diagram for restriction, content fiiteg, caching, and logging modules are also
integrated again for the better understandabggyes.
1.

Send URL Request

Get Remaining
Download Size from
DB

[remainingDownIoadSize =0 ]

heck Restricted
URLs for
User()

ﬁﬁ Error
M

ge
to User

[URL is Restricted]

else

Check URL from
Cache

[URL is in Cache] else

Get Response from
Proxy Server

Filter Confidential
Data
Log Packet Information
Apply NAT
Algorithm
Get Response from
Remote Server
Apply NAT
Algorithm
Log Packet Information
Apply Caching
Algorithm

Log Packet Information

Content Filtering( )

Display Requested URL
to User
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This diagram
shows the internal
actions for checking
the restricted URLs
of a specified user

Check Restricted
URLs for User

Check White URL
List

[URLINW hiteList ] else

Get User Group
from DB

et Restricted URL

Groups for
User Group

Check if Requested URL
is in Restricted URL List

i
5

[YES]

[NO]

Get Extra Restricted URL
Groups for User

Check if Requested URL
is in Restricted URL List

i
LY

[YES]

[NOJ

Check if Requested URL
is in Extra Restricted URL List
of the User

Display Requested Display Error
URL to User Message to User
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This diagram shows th
internal actions for
the content filtering activity

( Content Filtering )

Get User
Group from
DB

Get Black Word
Groups for the
User Group

Get Black Words in
Black Word Groups

Get Extra Black
Word Groups for the
User

Get Black Words
in Extra Black Word
Group

Get Extra Black Words
for the User

Find the Words
in the Packet to be
Filtered

Check in
White Word List

ilter the Words
which are not in
White Word Lis

|

Display

Requested URL




4  DATABASE DESIGN

Construction of the database is the key concephendevelopment of our project. This is
because all other modules of our system are depéewdethe data modeling. If the database

design is made in a complete manner, the restecdybtem will also be designed concretely.

4.1 Database Table Specifications

The following table specifications explain our @majs database tables in a detailed manner.

41.1 LocalUser

Name Content Description Supplementary Info.
IP Char(15) Primary Key
name VARCHAR(30) Not Null
permitted Download Size Float
remaining Download Size Float

4.1.2 NetworkTrafficLog

Name Content Description Supplementary Info.
IP Char(15) Primary Key
name VARCHAR(30) Not Null
permitted Download Size Float
remaining Download Size Float

4.1.3 BlackWordList

Name Content Description Supplementary Info.
ID Serial Primary Key
word VARCHAR(20) Not Null
isActive boolean

4.1.4 BlackWordGroup

Name Content Description Supplementary Info.
ID Serial Primary Key
wordGroup VARCHAR(20) Not Null
isActive boolean
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415 WhiteWordList

Name Content Description Supplementary Info.
ID Serial Primary Key
word VARCHAR(20)
isActive boolean

4.1.6 WordInGroup

Name Content Description Supplementary Info.
wordID Integer Foreign Key

( BlackWordList(ID) )
wordGrouplD Integer Foreign Key

( BlackWordGroup(ID) )

4.1.7 ConfidentialData

Name Content Description Supplementary Info.
ID Serial Primary Key
data VARCHAR(30)

4.1.8 BlackURLList

Name Content Description Supplementary Info.
ID Serial Primary Key
URL VARCHAR(150) Not Null
isActive boolean

4.1.9 BlackURLGroup

Name Content Description Supplementary Info.
ID Serial Primary Key
URLGroup VARCHAR(20) Not Null
isActive
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4.1.10 URLInGroup

Name Content Description Supplementary Info.
URLID Integer Foreign Key
( BlackURLLIst(ID) )
URLGroupID Integer Foreign Key
( BlackURLGoup(ID) )

4.1.11 WhiteURLList

Name Content Description Supplementary Info.
ID Serial Primary Key
URL VARCHAR(150)
isActive boolean

4.1.12 Administrator

Name Content Description Supplementary Info.
userName VARCHAR(30) Primary Key
password VARCHAR(20)

IP Char(15)
fullName VARCHAR(30)
email VARCHAR(30)

GSM Char(11)

4.1.13 Permissions

Name Content Description Supplementary Info.
ID Integer Primary Key
type Char(20)

4.1.14 HavePermissions

Name Content Description Supplementary Info.
userName Integer Foreign Key
( Administrator(username)|)
permissioniD Char(20) Foreign Key

( Permissions(ID) )
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4.1.15 LocalUserGroup

Name Content Description Supplementary Info.
ID Serial Primary Key
groupName VARCHAR(20)
permittedDownloadSize Float

4.1.16 RestrictedURLforUserGroup

Name Content Description Supplementary Info.
userGrouplD Integer Foreign Key
( LocalUserGroup(ID) )
blackURLGroupID Integer Foreign Key

( BlackURLGroup(ID) )

4.1.17 RestrictedWordforUserGroup

Name

Content Description

Supplementary Info.

userGrouplD Integer Foreign Key
( LocalUserGroup(ID) )
blackWordGrouplD Integer Foreign Key

( BlackWordGroup(ID) )

4.1.18 UserIinGroup

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
userGrouplD Integer Foreign Key

( LocalUserGroup(ID) )

4.1.19 ExtraURLforUser

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
blackURLID Integer Foreign Key
( BlackURLList(ID) )
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4.1.20 ExtraWordforUser

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
blackWordID Integer Foreign Key
( BlackWordList(ID) )

4.1.21 ExtraURLGroupforUser

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
blackURLGroupID Integer Foreign Key

( BlackURLGroup(ID) )

4.1.22 ExtraWordGroupforUser

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
blackWordGroupID Integer Foreign Key

( BlackWordGroup(ID) )

4.1.23 ConfidentialDataViolations

Name Content Description Supplementary Info.
userlP Char(15) Foreign Key
( LocalUser(IP) )
violatedRulelD Serial Foreign Key
( ConfidentialData(ID) )
time Timestamp

4.1.24 CachedURL

Name Content Description Supplementary Info.
URLID Integer Primary Key
URL VARCHAR(150)
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4.1.25 RunningMode

Name Content Description Supplementary Info.
modelD Integer Primary Key
isActive boolean
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4.2 Database Table SQL'’s

After the table specifications, we have also cartséd the database of our project in

PostgreSQL with the following sql create commands:

create LocalUser(
IP char(15),
name varchar(30) not null,
permittedDownloadSize float,
remainingDownloadSize float,
primary key(IP)

);

create table NetworkTrafficLog(
communicationlID serial primary key,
sourcelP char(15) not null,
destinationIP char(15) not null,
destinationURL varchar(150),
packetSize float,
time timestamp

);

create table BlackWordList (
ID serial primary key,
word varchar(20) not null,
isActive boolean

);

create table BlackWordGroup (
ID serial primary key,
wordGroup varchar(20) not null,
isActive boolean

);

create table WhiteWordList (
ID serial primary key,
word varchar(20) not null,
isActive boolean

);

create table WordInGroup (
wordID integer,
wordGrouplD integer,
primary key(wordID, wordGrouplID),
foreign key (wordID) references blackWordList @tetle cascade,
foreign key (wordGrouplD) references blackWordGraun delete cascade
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create table ConfidentialData (
ID serial primary key,
data varchar(30)

);

create table BlackURLList (
ID serial primary key,
URL varchar(150) not null,
isActive boolean

);

create table BlackURLGroup (
ID serial primary key,
URLGroup varchar(20) not null,
isActive boolean

);

create table URLINGroup (
URLID integer,
URLGrouplD integer,
primary key(URLID, URLGrouplD),
foreign key (URLID) references blackURLList oretielcascade,
foreign key (URLGrouplID) references blackURLGraupdelete cascade

);

create table WhiteURLList (
ID serial primary key,
URL varchar(150) not null,
isActive boolean

);

create table Administrator(
userName varchar(30),
password varchar(20),
IP char(15),
fullName varchar(30),
email varchar(30),
GSM char(11),
primary key (userName)

);

create table Permissions (
ID integer,
type char(20),
primary key (ID)

);
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create table HavePermissions (

userName varchar(30),

permissionID integer,

primary key (userName, permissioniD) ,

foreign key (userName) references administratodelete cascade on
update cascade,

foreign key (permissionID) references permissidis@n delete
cascade on update cascade

);

create table LocalUserGroup(
ID serial primary key,
groupName varchar(20),
permittedDownloadSize float

);

create table RestrictedURLforUserGroup(

userGrouplD integer,

blackURLGrouplID integer,

primary key(userGrouplD,blackURLGroupID),

foreign key(userGrouplD) references LocalUserGir@Dpon delete
cascade,

foreign key(blackURLGrouplID) references blackURa@(ID) on delete
cascade

);

create table RestrictedWordforUserGroup(

userGrouplD integer,

blackWordGrouplD integer,

primary key(userGrouplD,blackWordGrouplD),

foreign key(userGrouplD) references LocalUserGir@Dpon delete
cascade,

foreign key(blackWordGrouplID) references black\WanaLip(ID) on delete
cascade

);

create table UserinGroup(

userlP char(15),

userGrouplD integer,

primary key(userlP,userGroupID),

foreign key (userlIP) references LocalUser(IP) aetete cascade on
update cascade,

foreign key(userGrouplD) references LocalUserGir@Dpon delete
cascade
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create table ExtraURLforUser(

);

userlP char(15),

blackURLId integer,

primary key(userIP,blackURLId),

foreign key (userlIP) references LocalUser(IP) aettete cascade on
update cascade,

foreign key (blackURLId) references blackURLLI3}(bn delete
cascade

create table ExtraWordforUser(

);

userlP char(15),

blackWordld integer,

primary key(userlP,blackWordld),

foreign key (userlP) references LocalUser(IP) ehetk cascade on
update cascade,

foreign key (blackWordld) references blackWordLiBton delete
cascade

create table ExtraURLGroupforUser(

);

userlP char(15),

blackURLGroupld integer,

primary key(userlP,blackURLGroupld),

foreign key (userlP) references LocalUser(IP) ehete cascade on
update cascade,

foreign key (blackURLGroupld) references blackURuip(ID) on delete
cascade

create table ExtraWordGroupforUser(

);

userlP char(15),

blackWordGroupld integer,

primary key(userlP,blackWordGroupld),

foreign key (userlP) references LocalUser(IP) ehete cascade on
update cascade,

foreign key (blackWordGroupld) references blacké@noup(ID) on
delete cascade

create table ConfidentialDataViolations(

userlP Char(15),

violatedRulelD serial,

time timestamp,

primary key(userlIP,violatedRulelD),

foreign key (userlIP) references LocalUser(IP) aetete cascade on
update cascade,

foreign key (violatedRulelD) references confidaitata(ID) on
delete cascade
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create table CachedURL (
URLID integer,
URL varchar(150),
primary key (URLID)

);

create table RunningMode (
ID integer,
isActive boolean,
primary key (ID)

);
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5  SYNTAX SPECIFICATION

As a part of standardization process for rapid bgraent of our project, we have decided to
develop special naming conventions. In addition,hage decided the syntax of descriptive
comments that will be used for understandabilitg amaintainability of our product. The
details of the specifications are described below.

5.1 Naming Conventions

We have decided that all names should be compridtensor names that are composed of
more than one word, lower case/upper case chasasiirbe used to distinguish between

consecutive words.

Naming the Classes:
All classes will have names beginning with a cdpater. The classes with more than one
word will have a capital letter at the beginning efach word. For instance,

“NetworkTrafficLog” is a valid class name for ourgpect.

Naming the Class Attributes:
Attributes will begin with a lower case letter. tase there are more words, they will be
distinguished by capital letters at the beginnifggoupName” and “word” are valid class

attribute examples.

Naming the Class Methods:

Methods will have the same convention with thesksributes.

Naming the Database Table:

Names of the tables in the database will begin wihital letters and will continue with a
capital letter for each consecutive word. Attrimutef the tables will follow the naming
convention for the class attributes; that is, Wébin with lower case letters and continue with

upper case letters for each new word.
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Naming the Files:
Files that include the source code and header foiass will be nhamed as the following
respectively:

<class_name><.cpp>

<class_name><.h>

Naming the Global and Local Variables:

We will try to avoid using global variables as gpeopriate software engineering principle.
However, in case of any necessity, global variabdisbe prefixed with “g_", since usage of

global variables significantly decrease the und@dability of the source code. Likewise,
pointers will be prefixed by “p_". Since we will plement our project in C++, we will need

extensive use of pointers. For local variables,haee decided to use a convention that will
help differentiate the type of the variable, suslian_int” for a variable of integer type.

5.2 Commenting Conventions

In order to increase the understandability of cuirse code appropriate commenting is an
important concern. We are intending to use comsémt file descriptions, for function
definitions, and for not easily understood variableCommenting style for our project is

described as follows;

Commenting the Files:

Files should be described at the beginning accgrirthe following format;

/* File name:

[* Created by:

[* Created at: ( Date:DD.MM.YY — Time: HH:MM:SS)
/* Modified by:

[* Modified at: ( Date:DD.MM.YY — Time: HH:MM:SS)
[* Version:

* Description:
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Commenting the Functions:

For the description of the functions we have spetifhe following format;

/* Function Signature: <return_type> <function_ren{<param_1> <param_2>,..)

[* Parameters: <parameter_name> <parameter_dasorp

[* Return value: <return_value> <return_value_dipsion>

/* Function Description:

Commenting the Variables:

At the point of variable declaration a brief deptian could be added as follows;

<variable_type><variable_name> // variable desicnip

6 HARDWARE AND SOFTWARE SPECIFICATIONS

6.1 Software Specifications

The system should provide a Linux operating sysietim the following facilities for our
program to run:

>

Y V V V

Apache web server,

PostgreSQL as the Database Management System,
A firewall (Iptables),

A web browser for the administrative purposes,
GNU C++ compiler.

6.2 Hardware Specifications

The following hardware should be provided for otmgyam to run appropriately:

>

>
>
>

Minimum 512 MB RAM,
Minimum 5 GB of free disk space, for database ggora
A Pentium IV processor,

Minimum two network interface cards.
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6.3 Tool Specifications

In the implementation phase of our project, we hdstermined to use the following tools:

>

Y V VYV V

Linux operating system as the development platform,
C++ programming language,

GNU C++ compiler,

PostgreSQL Database Management System,

PHP and Apache web server.
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38 | Fikerng Miodule Implementation 09,02 2006 [(9.07% 2006
39 | Monitoring hadule implementation 24012006 14.02 2006 | i —
Blocking and Restriction hodule
40 Implementation 09.0% 2006 2302 2006 ||
41 | Loggng hiodule Implementaion 02.0% 2006 I3.02 2006 | —y |
43 | hManagement hiodule Implementation 09.0% 2006 12042006 | |
43 | Web Page hterface Implamentation 1404 2006 03.05 2006 o —
44 | Statistics InterBac: Implementation 21.042006 23042006 3]
[ .. Content Filtering Module
44 Implementation 10,01 2006 2.01.2006 | |
Me hectk Thamic B krirg Rodulz
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47 | hliestone 0405 2006 .05 2006 £ 3
45 | Testing (7032008 19063005 —
[ System Management Module
44 | limplementation O7.03 2006 (.05 2006 O |
50 | Integration Tasting 20.04 2006 19.05 2006 3]
51 | hilestone 22052006 I3.05 2006 %
52 | Project Finalization 12052006 .05 2006 i)
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