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Group Name: SmartSoft




Project Topic: Application Level Gateway for Web Access Control and Accounting
Project Title: SmartGuardian
Group Members:
	Name
	Student ID
	E-mail

	Tayfun Şen
	1347939
	tayfun.sen@gmail.com

	Hakan Özadam
	1229657
	hakanozadam@yahoo.com

	Sedat Zelyüt
	1348192
	sedat_zelyut@yahoo.com

	Özden Meren
	1301977
	ozden_meren@yahoo.com


Table 1 – Group Members
Job Distribution:

In the project team, there will be one team leader, one meeting manager, one archivist and a software quality engineer. These roles will be circulated among team members in order to provide every member with the opportunity of experiencing different kinds of duties throughout the project development. The distribution will be initialized as follows:

	Project Leader
	Özden Meren

	Meeting Manager
	Hakan Özadam

	Archivist
	Tayfun Şen

	Software Quality Engineer
	Sedat Zelyüt


Table 2 - Duties

Project leader is responsible for the overall development of the target software. He will coordinate the project team and assign tasks to the team members. He will represent the group to external sources and advocate the project. 

Meetings are an important part of software development as it is an opportunity for each team member to communicate and exchange ideas. Meeting manager will arrange the meeting dates and places with respect to the agendas of each team member. He is also responsible for the flow of meetings and he ensures they are on track in terms of time and purpose.

One important and often underestimated aspect of project development is documentation and keeping back up of products. These are the responsibilities of the archivist in our team organization.

The overall result of the product is measured in terms of its quality. The project is a “success” if it fulfills specifications, if it has a relatively low bug rate and if it meets the deadlines. This important aspect is in the hands of the project Software Quality Engineer. He will make sure that the project meets the deadlines; he will test it for bugs and ensure that it meets the expectations.

Project Description
In this project, our aim is to develop an Application Level Gateway which will control the Internet access of an organization. First of all, this tool will protect the local network and computers against malicious code attacks, such as viruses, trojans and spyware. Secondly, this tool will filter the incoming and outgoing network traffic of the local network in the application layer and lastly, this tool will monitor the network traffic and create log files. Moreover, the network administrator will be able to monitor and manage the system via a web interface.

Security issues will be addressed. The software will detect and block all the unauthorized incoming and outgoing traffic. 
The system will filter the traffic according to the rules and policies that the network administrator have defined. There are several types of rules that the administrator can define and there will be policies consisting of rules. The computers in the local network will be subject to different groups and each group will have different permissions. In making filtering decisions AI and Data Mining concepts will be used extensively.
The system will have a tool for monitoring the network traffic. It will collect information about the sites that the local computers have connected and their duration and keep statistical information.
Initial Research Results and Projections:

Our team made some initial research in the area of application level gateways. Here are the results: 

· The market in web filtering and security is very huge. According to Frost & Sullivan report [1] it is expected to reach 780 Million $ by the year 2007.

· The market for security applications is also growing rapidly. In light of recent virus outbreaks and security breaches, companies and households are looking for better ways to protect themselves.

· There are quite a few products already on the Internet. The most used ones are Websense [2] and Aladdin [3]. This is both a disadvantage and an advantage. It is a disadvantage in that we have to work more for our product to be chosen, and it is an advantage because we have a clearly defined path in this software type.
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