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-VSR'YVXEMR�(IZIPSTQIRX�7]WXIQ

(IZIPSTQIRX�W]WXIQ�SJ�-VSR'YVXEMR�QEMRP]�GSRXEMRW�XLVII�TEVXW��

� 'SVI�4VS\]
� %HQMR�4ERIP
� (EXEFEWI�

8LIWI�XLVII�TEVXW�GER�VYR�SR�MRHITIRHIRX�QEGLMRIW��=SY�RIIH�XS�GLERKI�SRP]�WSQI�
GSRJMKYVEXMSR�JMPIW�QIRXMSRIH�MR�YWIV�QERYEP�JSV�XLMW�
'SVI�4VS\]�ERH�XLI�%HQMR�4ERIP�TEVXW�WLEVI�XLI�WEQI�HEXEFEWI�

-VSR'YVXEMR�'SVI�4VS\]

-VSR'YVXEMR�'SVI�4VS\]�MW�HIZIPSTIH�SR�)GPMTWI�7(/�
%PWS��KIHMX��OEXI�[IVI�YWIH�

8LI�TVS\]�PMWXIRW�JSV�MRGSQMRK�GSRRIGXMSRW�JVSQ�GPMIRX��;LIR�E�RI[�GSRRIGXMSR�
GSQIW��MX�GLIGOW�XLI�EYXLIRXMGEXMSR�WXEXYW�SJ�XLEX�MT�EHHVIWW��-J�RS�YWIV�MW�
EYXLIRXMGEXIH�XLIR�XLI�YWIV�MW�HMVIGXIH�XS�XLI�PSKMR�TEKI�8LIR�XLI�VIUYIWX�SJ�XLI�YWIV�
MW�TVSGIWWIH�ERH�VYPIW�XLEX�QEXGLIH�EVI�ETTPMIH�

-VSR'YVXEMR�STIVEXIW�YWMRK�TPYKMRW�ERH�VYPIW��%�TPYKMR�HIJMRIW�E�KIRIVEP�XIQTPEXI�JSV�
E�VYPI�ERH�TVSZMHIW�QIGLERMWQW�JSV�XLI�VYPIW��ETTPMGEXMSR��%�TPYKMR�MW�E�T]XLSR�JMPI��
[LMGL�GSRXEMRW�HIJMRMXMSR�SJ�XLI�TPYKMRW�EGXMSRW��EPSRK�[MXL�E�ZEVMEFPI�GEPPIH�%VKW�XLEX�
MW�YWIH�XS�KIRIVEXI�XLI�YWIV�MRXIVJEGI�JSV�EHHMRK�ERH�IHMXMRK�XLI�VYPIW��%JXIV�E�TPYKMR�
MW�MRWXEPPIH�MRXS�-VSR'YVXEMR��EHQMR�YWIVW�GER�EHH�RI[�VYPIW�XLEX�XEOI�EHZERXEKI�SJ�
XLI�JYRGXMSREPMXMIW�TVSZMHIH�F]�XLI�RI[P]�EHHIH�TPYKMR�

8LI�GSQQYRMGEXMSR�[MXL�XLI�HEXEFEWI�MW�LERHPIH�F]�7UP�3FNIGX��8LMW�PMFVEV]�TVSZMHIW�
ER�EFWXVEGXMSR�PE]IV�XS�XLI�HEXEFEWI��%GGIWWMRK�HEXEFEWI�MW�EW�IEW]�EW�GVIEXMRK�GPEWW�
MRWXERGIW�ERH�GEPPMRK�JYRGXMSRW�

-VSR'YVXEMR�%HQMR�4ERIP

-VSR'YVXEMR�%HQMR�4ERIP�MW�HIZIPSTIH�YWMRK�8YVFS+IEVW�JVEQI[SVO�-X�MW�E�[IF�
ETTPMGEXMSR�VYRW�WITEVEXIP]�JVSQ�XLI�GSVI�TVS\]��-X�GSRRIGXW�XS�XLI�GSVI�TVS\]�F]�
YWMRK�WSGOIXW��%GXMSRW�SR�XLI�EHQMR�TERIP�EVI�WIRX�XS�XLI��GSVI�TVS\]�YWMRK�XLMW�
GLERRIP��%PWS��7503FNIGX�MW�YWIH�JSV�YTHEXIW�SR�HEXEFEWI�

8LI�EHQMR�TERIP�EPPS[W�YTPSEHMRK�SJ�RI[�TPYKMR�JMPIW��-X�KIRIVEXIW�YWIV�MRXIVJEGIW�JSV�
XLI�I\MWXMRK�TPYKMRW��[LIVI�ER�EHQMR�GER�EHH�RI[�VYPIW�JSV�XLEX�TPYKMR�
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-VSR'YVXEMR�(EXEFEWI

8LI�GYWXSQIV�LEW�XLI�JPI\MFMPMX]�SJ�GLSSWMRK�XLIMV�S[R�HEXEFEWI�IRKMRI�JSV�
-VSR'YVXEMR�W�HEXEFEWI��7503FNIGX�PMFVEV]�TVSZMHIW�IEW]�MRXIKVEXMSR�[MXL�ER]�I\MWXMRK�
HEXEFEWI�IRKMRIW��8LI�GLERKIW�WTIGMJMIH�MR�YWIV�QERYEP�MR��X[S�GSRJMK�JMPIW�EVI�
WYJJMGMIRX�JSV�GLERKMRK�]SYV�HEXEFEWI�

(IZIPSTMRK�4 PYK�MRW

%�TPYKMR�MW�E�T]XLSR�JMPIW�XLEX�LEW�WTIGMJMG�GSRWXVYGXW�JSV�-VSR'YVXEMR�

*MVW�SJ�EPP�IZIV]�TPYKMR�QYWX�MQTSVX�XLI�TVIHIJMRIH�GSRWXERXW�JSV�ERW[IVW��IVVSV�
LERHPMRK�IXG�

from constants import *

8LI�TPYKMR�WLSYPH�HIJMRI�E�GPEWW��REQIH�XLI�WEQI�EW�XLI�TPYKMR�W�JMPI��8LI�GPEWW�
WLSYPH�MRGPYHI�WSQI�QMRMQEP�JYRGXMSRW�ERH�ZEVMEFPIW���(IWG��%VKW��%TTP]8MQI��
CCMRMXCC�
��EGXCSRCVIW�
��EGXCSRCVIU�

�8LIMV�HIJMRMXMSRW�EVI�EW�JSPPS[W�

8LI�TPYKMR�WLSYPH�MRGPYHI�MXW�HIWGVMTXMSR��8LMW�HIWGVMTXMSR�[MPP�FI�WLS[R�XS�MR�XLI�
%HQMR�4ERIP�ERH�MX�GER�FI�HIJMRIH�MR�E�WXVMRK�REQIH��(IWG�

Desc = "Changes request or respose headers"

8LIVI�EVI�XLVII�STXMSRW�E�TPYKMR�QE]�FI�MRZSOIH��-X�QE]�FI�GEPPIH�NYWX�EJXIV�,884�
LIEHIVW�EVI�VIGIMZIH�FIJSVI�,884�FSH]
�GEPPIH��&)*36)C&3(=���8LI�SXLIV�STXMSR�MW�
XS�FI�GEPPIH�EJXIV��/&�SJ�,884�FSH]�LEW�FIIR�VIGIMZIH��8LMW�MW�QSWXP]�YWIH�JSV�MQEKI�
TVIZMI[MRK��EPXIVMRK�ERH�FPSGOMRK�[MXLSYX�HS[RPSEHMRK�EPP�SJ�XLI�JMPI�ERH�MRHMGEXIH�F]�
GSRWXERX��%*8)6C�/&���0EWX�STXMSR�MW�XLEX�XLI�TPYKMR�MW�GEPPIH�EJXIV�EPP�SJ�XLI�,884�
FSH]�MW�VIGIMZIH��XLEX�MW�XLI�GSRWXERX��%*8)6C&3(=�

ApplyTime = AFTER_BODY

-J�E�TPYKMR�RIIHW�JMIPHW�SXLIV�XLER�XLI�HIJEYPXW�TVSZMHIH�F]�-VSR'YVXEMR��REQI��
HIWGVMTXMSR��ETTPMIH�YWIVW�KVSYTW��ETTPMIH�960W��RSX�ETTPMIH�960W��ETTPMIH�8EKW
�MX�
WLSYPH�HIJMRI�E�PMWX�SJ�XYTPIW�REQIH��%VKW���)EGL�XYTPI�HIJMRIW�E�RI[�JMIPH�XS�FI�
KIRIVEXIH�SR�XLI�YWIV�MRXIVJEGI��8LI�JMVWX�TEVX�SJ�E�XYTPI�MW�XLI�MRXIVREP�REQI�SJ�XLI�
JMIPH��7IGSRH�TEVX�SJ�XLI�XYTPI�MW�XLI�XI\X�HMWTPE]IH�XS�XLI�YWIV�MR�XLI�YWIV�MRXIVJEGI��
8LMVH�TEVX�SJ�XLI�XYTPI�HIJMRIW�XLI�X]TI�SJ�XLI�MRTYX�IPIQIRX��MX�GER�FI��WXVMRK��JSV�E�
TPEMR�XI\X�FS\�ERH�MX�GER�FI��IRYQ��JSV�E�GSQFS�FS\��-J�MX�MW�E�GSQFS�FS\��XLIVI�
WLSYPH�FI�E�JSYVXL�TEVX�MR�XLI�XYTPI��XLEX�WLSYPH�FI�ERSXLIV�XYTPI�PMWXMRK�XLI�STXMSRW�MR�
XLI�GSQFS�FS\��-J�XLIVI�MW�RS�RIIH�JSV�I\XVE�JMIPHW��XLI�%VKW�PMWX�WLSYPH�FI�HIJMRIH�ERH�
PIJX�IQTX]��%R�I\EQTPI�GER�FI�WIIR�FIPS[�

Args = [("Action", "Action", "enum", ("Replace", "Delete")),
             ("HeaderName", "Header Name", "string"),
             ("HeaderValue", "Header Value", "string"),
             ("ReqRes", "Request/Response", "enum", 

("Request", "Response", "Both") )
 ]

%GGIWW�XS�XLI�JMIPHW�HIJMRIH�MR��%VKW��MW�HSRI�F]�XLI��TEVEQW��TEVEQIXIV�SJ�
__init__(self, params)�)ZIV]�JMIPH�GER�FI�EGGIWWIH�PMOI�params["HeaderName"]
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;LIR�VYPIW�EVI�GVIEXIH�YWMRK�XLMW�TPYKMR��XLI�YWIV�[MPP�MRTYX�HEXE�MRXS�XLI�JMIPHW�
HIJMRIH�MR�XLI��%VKW���*SV�GSVVIGX�STIVEXMSR��XLI�MRTYX�WLSYPH�FI�ZEPMHEXIH��-RTYX�
ZEPMHEXMSR�MW�EGLMIZIH�YWMRK�__init__()�JYRGXMSR�ERH�I\GITXMSRW��8LI�TPYKMR�WLSYPH�
GLIGO�XLI�MRTYXW�JSV�ZEPMHMX]�ERH�XLVS[�E�ParamError�I\GITXMSR��ERH�EPWS�WLSYPH�
TVSZMHI�E�WXVMRK�XS�FI�HMWTPE]IH�XS�YWIV��%R�I\EQTPI�

try:
    parsedImgWidth = int(params["ImgWidth"])
       if (parsedImgWidth <= 0):
           raise ParamError, PARAM_CONTENT_ERROR + 
                  "Image Width should be positive"
except ValueError:
    raise ParamError, PARAM_TYPE_MISMATCH + 
           "Image Width should be integer"

;LIR�E�VIUYIWX�SV�VIWTSRWI�SGGYVW��ERH�MX�QEXGLIW�EPP�GSRHMXMSRW�SJ�E�VYPI��YWIV��
KVSYT��ETTPMIH960��ETTPMIH�XEK
�E�GSVVIWTSRHMRK�JYRGXMSR�MW�GEPPIH��EGXCSRCVIU�JSV�
VIUYIWXW�ERH�EGXCSRCVIW�JSV�VIWTSRWIW��8LI�TEVEQIXIVW�XS�XLIWI�JYRGXMSRW�GSRXEMR�
[LSPI�,8846IUYIWX�SV�,8846IWTSRWI�SFNIGXW�GSVVIWTSRHMRKP]��8LI�,8846IWTSRWI�
QE]�FI�MRGSQTPIXI��HITIRHMRK�SR�XLI��%TTP]8MQI��TEVEQIXIV�

    def act_on_req(self, cReq):
    def act_on_res(self, cRes):

8LIWI�JYRGXMSRW�WLSYPH�VIXYVR�SRI�SJ�XLIWI�VIWYPXW��HIJMRIH�MR�XLI�MQTSVXIH�GSRWXERXW�
QSHYPI�

�ACTION_BLOCK, message)���8LMW�XYTPI�MW�VIXYVRIH�XS�FPSGO�EGGIWW�XS�WMXI�
GSQTPIXIP]��8LI��QIWWEKI��MW�HMWTPE]IH�XS�XLI�YWIV�ERH�MW�QIERMRKJYP�SRP]�MR�XLMW�
GEWI��

�ACTION_FORWARD, message)���8LMW�XYTPI�MW�VIXYVRIH�XS�MRHMGEXI�XLI�GSRXIRX�MW�
3/�JSV�XLMW�TPYKMR��8

�ACTION_ANSWER, message)���8LMW�XYTPI�MW�VIXYVRIH�XS�MRHMGEXI�XLI�GSRXIRX�MW�
GLERKIH�F]�XLMW�TPYKMR��

3XLIV�XLER�XLIWI�JYRGXMSRW��E�TPYKMR�HIZIPSTIV�GER�HIJMRI�EVFMXVEV]�RYQFIV�SJ�LIPTIV�
JYRGXMSRW�ERH�GPEWWIW�

*SPHIV�ERH�* MPI�7]WXIQ

%Y\MPMEV]�JMPIW��TPYKMRW�ERH�WGVMTXW�LEZI�XLIMV�S[R�HMVIGXSVMIW��1EMR�WXVYGXYVI�MW�EW�
JSPPS[MRK��ERH�XLI�HIXEMPIH�I\TPEREXMSRW�JSPPS[�

-VSR'YVXEMR�
-'�4PYKMRW���
-'�%HQMR�4ERIP�

-VSR'YVXEMR����������������'SVI�TVS\]�VIWMHIW�MR�XLMW�HMVIGXSV]
����������������JIXGL�WQ�GZW�WL����WGVMTX�XLEX�HS[RPSEHW�WTMHIV�QSROI]�NEZE�WGVMTX�
IRKMRI�W�WSYVGIW

-VSR'YVXEMR�HEXE����XLMW�HMVIGXSV]�GSRXEMRW�EY\MPMEV]�JMPIW�JSV�TPYKMRW

�



����������������EHW�X\X������6IKYPEV�I\TVIWWMSRW�JSV�EH�WMXIW�����
����������������TSTYT�X\X����6IKYPEV�I\TVIWWMSRW�JSV�TST�YT�PMROW�
����������������MQEKIW�������'SRXEMRW�MQEKIW�YWIH�F]�TPYKMRW��������������������
��������
-VSR'YVXEMR�YXMP������'SRXEMRW�WGVMTXW��

�����������������FPEGOPMWXIV�WL����E�WGVMTX�XS�EHH�FPEGO�WMXIW�XS�HEXEFEWI
�����������������FPEGOPMWXIV�T]����LIPTIV�JSV�FPEGOPMWXIV
�����������������VSSXGVIEXI�T]����WGVMTX�XS�GVIEXI�ER�MRMXMEP�VSSX�YWIV�JSV�XLI�%HQMR�4ERIP

-VSR'YVXEMR�WVG�������7SYVGI�JMPIW

����������������%YXL�T]���QEREKIW�PSKMR�TVSGIWW�SJ�XLI�YWIVW
�����GSRJMK�T]���GSRXEMRW�WIXXMRK�JSV�XLI�GSVI�TVS\]
�����GSRWXERXW�T]���GSQQSRP]�YWIH�GSRWXERXW�MR�'SVI�4VS\]�ERH�4PYKMRW

����������������GSVI�T]���LERHPIW�X[S�[E]�XVEJJMG�MR�XLI�TVS\]��ERH�ETTPMIW�XLI�TVIZMSYWP]�
HIJMRIH�VYPIW�XS�XLMW�XVEJJMG��)EGL�VIUYIWX�KIRIVEXIW�E�RI[�XLVIEH�JSV�WIVZMRK�

������,XXT6ITP]�T]���GSRXEMRW�XLI�GPEWW�XS�VITVIWIRX�ERH�STIVEXI�SR�,884�
6ITPMIW�

������,XXT6IUYIWX�T]���GSRXEMRW�XLI�GPEWW�XS�VITVIWIRX�ERH�STIVEXI�SR�,884�
6IUYIWXW�

������-'0SK�T]���GSRXEMRW�XLI�GPEWW�XS�[VMXI�XLI�PSKW�MRXS�XLI�HEXEFEWI��-X�[SVOW�
MR�MXW�WITIVEXI�XLVIEH�

������.7*MPXIV�T]���I\IGYXIW�XLI�.EZE7GVMTX�GSHI�JSYRH�MR�XLI�[IFTEKIW��8LMW�MW�
YWIH�JSV�GEXGLMRK�H]REQMGEPP]�KIRIVEXIH�GSRXIRX�SR�XLI�FVS[WIV�

������QSHIP�T]���GSRXEMRW�XLI�WGLIQE�SJ�XLI�HEXEFEWI�XS�FI�YWIH�MR�XLI�
7UP3FNIGX�0MFVEV]�

������4PYK'SVI�T]���QEMR�TPYKMR�IRKMRI��LERHPIW�EHHMRK�ERH�VIQSZMRK�TPYKMRW�
ERH�VYPIW�

������4VS\]0MWXIRIV�T]���YWIW�EW]RGLEX�PMFVEV]�SJ�T]XLSR�XS�GSQQYRMGEXI�[MXL�
XLI�EHQMR�TERIP��-X�I\IGYXIW�XLI�GSQQERHW�WIRX�F]�XLI�EHQMR�TERIP���M�I��EHHMRK�SV�
YTHEXMRK�E�VYPI

���������������WXEVX�MVSRGYVXEMR�T]����7XEVXW�XLI�-VSR'YVXEMR�4VS\]�1SHYPI
����������������TPYKMRW������4PYKMR�WSYVGIW�JMPIW��-RMXMEPP]�MX�MW�IQTX]��2I[P]�EHHIH�TPYKMRW�
[MPP�FI�WXSVIH�LIVI�
����������������NW�����������.EZEWGVMTX�IRKMRI�JMPIW

-'�4PYKMRW������&YRHPIH�-VSR'YVXEMR�4PYKMRW
���������������&ERH[MHXL0MQMXIV�T]����MX�IREFPIW�XS�WIX�UYSXEW�XS�IEGL�YWIV��-X�FPSGOW�
XLI�YWIV�EGGIWW�MJ�UYSXE�MW�I\GIIHIH�
����������������'LERKI,IEHIV�T]�����MRWTIGXW�,XXT�,IEHIVW�ERH�EGXW�EGGSVHMRK�XS�XLI�
HIJMRIH�VYPIW��M�I��GLERKMRK�VIQSZMRK�E�LIEHIV

���������������'SRXIRX&PSGOIV�T]���MRWTIGXW�TEKIW��GSRXIRX�ERH�GPEWWMJMIW�MXW�GSRXIRX�
EGGSVHMRK�XS�XSTMGW��-X�MW�XLI�QEMR�GPEWWMJMGEXMSR�TPYKMR�XLEX�[I�EVI�YWMRK��-X�MW�JMVWX�
XVEMRIH�[MXL�QSVI�XLER�����WMXIW��-X�LEW�XLI�JSPPS[MRK�GEXIKSVMIW��HIZIPSTIV�QE]�EHH�
RI[�GEXIKSVMIW
��%VXW�
�,YQERMXMIW��&YWMRIWW�
�)GSRSQ]��'SQTYXIVW�
�-RXIVRIX��
)HYGEXMSR��)RXIVXEMRQIRX��+SZIVRQIRX��,IEPXL��2I[W�
�1IHME��6IGVIEXMSR�
�7TSVXW��
7GMIRGI��7SGMEP�7GMIRGI��7SGMIX]�
�'YPXYVI�
���������������+MJ(IERMQEXI�T]�����XEOIW�XLI�JMVWX�JVEQIW�SJ�XLI�ERMQEXIH�KMJ�MQEKIW�
ERH�HMWTPE]W�SRP]�XLI�JMVWX�JVEQI��)JJIGXMZIP]�MX�HMWEFPIW�XLI�ERMQEXMSR
���������������-QEKI&PSGOIV�����FPSGOW�EPP�XLI�MQEKIW�MR�[IFTEKIW��6ITPEGIW�XLIQ�[MXL�
XVERWTEVIRX�KMJW�SJ�XLI�WEQI�WM̂ I��XLYW�MX�OIITW�XLI�PE]SYX�SJ�XLI�[IFTEKI�
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����������������-QEKI7M^I�T]�����&PSGOW�MQEKI�JMPIW�EGGSVHMRK�XS�XLI�YWIV�HIJMRIH�[MHXL�
ERH�LIMKLX�SJ�XLI�MQEKI�ERH�EPWS�EGGSVHMRK�XS�XLI�JSVQEX�SJ�XLI�MQEKI
����������������1SHMJ]'SRXIRX�T]����QSHMJMIW�XLI�GSRXIRX�SJ�XLI�[IFTEKI��-X�QE]�HMVIGXP]�
FPSGO�XLI�TEKI�SV�VIQSZI�SV�VITPEGI��OI][SVHW��-X�QE]�EJJIGX�SR�YWIV�HIJMRIH�XEKW�
����������������1SHMJ].EZEWGVMTX�T]����QSHMJMIW�XLI�H]REQMG�GSRXIRX�KIRIVEXIH�F]�
NEZEWGVMTX�SR�XLI�FVS[WIV�%JXIV�YWMRK�.EZE�7GVMTX�)RKMRI��WTMHIV�QSROI]���XLI�TPYKMR�
EGXW�SR�XLI�JMREP�GSRXIRX�XLEX�XLI�YWIV�[MPP�WII��

�����9VP&PSGOIV�T]����FPSGOW�XLI�EGGIWW�XS�E�WMXI�[MXL�KMZIR�960�GSQTPIXIP]�

��������
-'�%HQMR�4ERIP�����XLI�QEMR�HMVIGXSV]�SJ�XLI�%HQMR�4ERIP�
���������������WXEVX�MGEHQMRTERIP�T]����7XEVXW�XLI�-VSR'YVXEMR�;IF�%HQMR�4ERIP�1SHYPI
����������������
���������������MGEHQMRTERIP�������'SRXEMRW�XLI�EHQMR�TERIP�WSYVGI�JMPIW

MGGSRJMK�T]���LEW�WIXXMRKW�JSV�GSRRIGXMSR�XS�XLI�GSVI�TVS\]
GSRXVSPPIVW�T]����GVIEXIW�H]REQMGEPP]�KIRIVEXIH�[IF�TEKIW�JSV�

EHQMR�TERIP��)EGL�TEKI�MR�XLI�TERIP�LEW�GSVVIWTSRHMRK�JYRGXMSR�MR�XLMW�JMPI�
QSHIP�T]���GSRXEMRW�XLI�WGLIQE�SJ�XLI�HEXEFEWI�XS�FI�YWIH�MR�

XLI�7UP3FNIGX�0MFVEV]�
4VS\]'SRR�T]���STIRW�GSRRIGXMSR�XS�XLI�GSVI�TVS\]�ERH�WIRHW�

XLI�GSQQERHW�KIRIVEXIH�MR�XLI�EHQMR�TERIP
���������������������������� GSRJMK������'SRXEMRW�XLI�GSRJMK�JMPIW
���������������������������� WXEXMG������ETTIEVERGI�ERH�JYRGXMSR�SJ�EHQMR�TERIP��'WW�JMPIW�JSV�
XLI�WX]PI�SJ�XLI�,XQP�TEKIW��-QEKIW�YWIH�MR�XLI�EHQMR�TERIP��.EZEWGVMTX�JMPIW�XLEX�
TVSZMHI�GPMIRX�WMHI�JYRGXMSREPMX]�XS�XLI�EHQMR�TERIP�
���������������������������� XIQTPEXIW�����-RGPYHIW�8YVFSKIEVW�W�OMHW�XIQTPEXI�JMPIW�JSV�+9-��
8LMW�EPPS[W�IEW]�GVIEXMSR�SJ�[IFTEKIW�JVSQ�T]XLSR�GSHI�

�


